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1 Administrator

A. PC NIC setting

Start—Control Panel

l PCI66MHz_05

Internet J My Documents
Inkarmet Explorer

g | <) M »
? ; s 2) My Recent Documents

& Outiook Express

ﬁ My Pictures

) My vusic

vy k
Address Book
Q) Set Program Ag
£ Defauks Provides options for you to customize the appearance and functiondity of your
ot computer, add or remove programs, and set up network connections and user
@ HyperTermind 1) Printers and F3 accor ks, 2

w Paint @) Help and Support
® Windows Media Player I) Search

{® | e off Computer

s start - e 9 " Comemand Prompt *» Network Ca

Choose Internet Connection

# Control Panel
Edit View Favorites Tooks Help

Qe - @ |,’ D search [~ Folders | [T1)-
Address G' Control Panel
& =X j % O X =

ﬂ/ Control Panel A
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Falder Options Fonts Game Internet Keyboard Mouse: [
Controliers Options [

ﬁ@—“%é*&éggu

Network Setup  Phone and  Power Opbions  Prinkers and Regmaland Scanners and Sthecued
Wizard Modem Faxes Language .. Cameras
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Center  Audio Devices Start Menu F'ewal!
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“ Windows Update
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Choose the Properties of Local Area Connection by clicking the right side of
the mouse.

- :
* Network Connections

File Edit View Favorites Tools Advanced Help ”

em - \J ly /_’Seavch ;L' Folders -

Address h}, Network Connections v! o

4| LAN or High-Speed Internet

Network Tasks

(5] Create anew
connection

Q Set up a home or small
office network

& Change Windows
Firewall settings

@ Disable this network
device Create Shortcut

Q Repair this connection Delete

Bridge Connections

q Rename this connection

&) View status of this
connection

Change settings of this
connection

Other Places

B Control Panel

id My Network Places
(£} My Documents
i My Computer

Details

Local Area Connection

Choose Internet Protocol (TCP/IP)

- Local Area Connection 29 Properties

General | Authentication | Advanced

Connect using:
89 3Com 3C3968 10/100/1000 Server [ Configure... ]

This connection uses the following items:

%=NCDA [Win2000) Driver A
V! %= SPARTA Protocol Test Driver
E
¢ | @
[ Inystall. . ] Uninstall [ Properties ]
Description

Transmission Control Protocol/Internet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Show icon in notification area when connected
Matify me when this connection has limited or no connectivity

oK Cancel




Use the following IP address:
IP address: 192.168.2.X (X: 1~254)
Subnet mask : 255.255.255.0

Internet Protocol (TCP/IP) Properties @

General

You can get [P settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropnate IP settings

(O Obtain an IP address automatically
(%) Use the following |P addiess

|P address: 192.168. 2 . 99
Subnet mask BEE 255 .255. 0

Default gateway:

() Use the following DNS server addresses:
Preterred DNS server

Alternate DNS server,

l oK '[ Cancel J

Check switch IP address
Start—Run—cmd ping 192.168.2.1 -t <enter>

192.168.2.1: time=ims TTL=128
192.168.2.1: time=1ms TTL=128
192.168.2.1: time=1ms TTL=128
192.168.2.1: time=1ms TTL=128
192.168.2.1: time=ims TTL=128
192.168.2.1: time=1mes TTL=128
192.168.2.1: hytes=32 time=1lms TIL=128
192.168.2. bytes=32 time{ims TTL=128
192 .168.2. bytes=32 time=ims TTL=128
192.168.2. bytes=32 time=1ms TTL=128
192.168.2. bytes=32 time=1ms TTL=128
192.168.2. time=1ms TTL=128
192 .168.2. time=ims TTL=128
192.168.2. bytes=32 time=1ms TTL=128
192.168.2. bytes=32 time<{ims TTL=128
192.168.2. bytes=32 time=1ms TTL=128
192 .168.2. bytes=32 time=ims TTL=128
192.168.2. bytes=32 time=1ms TTL=128
192.168.2. bytes=32 time=1ms TTL=128
192.168.2.1: time=1ms TTL=128
192.168.2.1: time=ims TTL=128
192.168.2.1: bytes=32 time=1ms TTL=128
192.168.2.1: bytes=32 time{ims TTL=128
192.168.2.1: bhytes=32 time=1ms TTL=128

1:
1:
1:
1:
i:
&
1:
1:
1:




B. Login
Default IP : 192.168.2.1

Login ID : admin (Lowercase)

Password : system (Lowercase)

7 SmartSwitch Web-Base Controller - Microsoft Internet Explorer H=1E3
#REE KEE wRO FEFQW IADO HE@ ar
Q:x O HAG Ome drsone @3- % m- LK 3
0| &) htp192.168.2.17 v B nE EE >
Site: 192.168.2.1
ID: admin| ]

%
Password: |[eesees [

L

&= © s

If you input error ID, the following screen will appear.

3 SmartSwitch Web-Base Controller - Microsoft Internet Explorer

BRE KEE ®WRY HFOREQW IAD HHEO
Qra-© MRE®G Pme sz @ -2 @ -Jl 3
D) | @) hitp1192.168.2.17 vjﬁzé EE >
Login Error
Invalid User name or Password
e © FEEn

C. Welcome to 8 Port Smart Switch Web Controller
6



3ase Controller - Microsoft Intemnet Explorer

VRO wKEE wWRY BEORFEQW IROD HE® |
GEH - o - Q[ 4| Que wnmsE Fme @ D9 -
D) [€) hep:i152.1682.1¢ | PBE |## >
8-Port 10/100Mbps Fast Ethernet Switch
+ Administrator Welcome to
8 Ports SmartSwitch WehController
* Port Management
¥ VLAN Setting Basic Feature
% QoS Setting Management
e SupportCoS
# Port Security o Support PortBase VLAN o Embedded HTTP web Management
% Configuration Back o Broadcast storm Protection e Port Status configure
Y wRacovary o Port Base YLAN Selling
¥ Logout e PortBase DataRate Setfing
Advanced Switch « Port Locking
* QoS Selting
o Auto MDIMDEX option o Password security
o filterforward special DA option o TFTP fimware upgradable
e Support Packet length 15521536
e [T omsme

1.1 Authentication configuration

2 SmartSwitch Web-Base Controller - Microsoft Internet Explorer ) =101 x|
RO #EE WA HOREW IRO HEO [« |
iR - - Q[ 4 Ques anohE SEe 3 DD - \
| D) [€) hpn192.1682./ =] PBE [ )

8-Port 10/100Mbps Fast Ethernet Switch

lmm—— Authentication Configuration
@ Authentication
Configuration
@ System IP
Configuration [ Setting Value }
I Sl Username P maxi15
@ Load default setting
@ Flmware Update Password e max 15
@ ResetDevice Confirm W
 Port Management [ =
Update
* VLAN Setting d
o . Note:
~ Port Security

% Configuration BackupRecovery | Username & Password can only use "a-z","A-2","0-9","_","4","-","="
“ Logout

RET [ R Vi

(Username & Password max:15 & can only use a-z","A-Z","0-9","_","+""-""=")
1.2 System IP Configuration

Default IP: 192.168.2.1

The following screen is the example of changing the IP address to

7



192.168.2.5.

23 SmartSwitch Web-Base Controller - Microsoft Intemet Explorer =10l x|
BXO GHE R0 BNREQL IAQD HI® |
SEF -2 - QA A Owe wnnsE Tue 3D 3 4.
®O[@wnne@2y <] ouE #a>
1 2 3 4 5 6 7 8
. B FE I EEEB
8-Port 10/100Mbps Fast Ethernet Switch
2 M— System IP Configuration
i Configuration
o Bystem IpL Setting Value
@ System Status IP Address oz e g F
@ loaddefaultsetting | ||
@ Firmware Update Subnet Mask P—TWT'%TF
@ ResetDevice
S bont | Galeway | I =
* VLAN Setting 1P Configure @ static C DHCP
* QoS Setting ' ‘
Updae
* Port Security |
* Configuration Backup:
¥ Logout
| | [
ISET [ o weme Z IP

address, Subnet Mask, and Gateway at system |IP Configuration diagram box
can be configured by user. IP178C/IP178CH also supports DHCP methods to
get IP address from DHCP server.

2R SmarSwitch Web-Base Controller - Macrosoft Intemet Explorer =10I x|
RO #HE ®A0 FAREW IAD HEO - =
C-H.- Q[ 4 Qus wusvsE Ime P D9 - 1
| #ED) [ @) hip:192.1682.1/ | PBE |#& ”‘\

8-Port 10/100Mbps Fast Ethernat Switch

- Administrator
Authentication Update
Configuration Successfully!!

@ System P
Configuration

System Status Please Click "Reboot" to use new setting to login
Load default setting

a

-

@ Fimware Update
@ Reset Device

* Port Management

 VLAN Setting

“ QoS Setting

“ Port Security

 Configuration BackupRecovery

“ Logout

SET Y 7

Login in new IP address 192.168.2.5




A SmartSwitch Web-Base Controller - Microsoft Intemet Explorer B .-J-BIEJ
BRO WHE BRO FOBEQ IAD HEO® [ o |
CE-H-o - Q@ A Que wuswRE Fue $ DD 4. f
D [@) 192168257 | OBE |## >
USER LOG IN
Site: 192.168.25
D |admin
Password: ["
[Exm T ewmERe

1.3 System status

This page is used to check the status of switch, including Switch MAC address

and software version.

2R SmarSwitch Web-Base Controller - Microsoft Intemet Explorer

BRE ®KEE BRY EHREQW IRD HEO
CE-E -5 -Q[F 4 Qus wnnRE GRe @ D9 -
D) |€) hp1192.1682 5/
8-Port 10/100Mbps Fast Ethernet Switch
R — System Status
. ation
Configuration

bt iihd | MAC Address 50:80:17:80:13:50 |

@ System Status Number of Ports 8

@ Load default setting -

@ Firmware Update Comment Swih

SiResatievics System Version 1P210SDK2_L2.21 _ICPlus_IP178_V5.2.2_8T

“ Port Management

3 VLAN Setting Idle Time:] (1~30 Minutes)
# QoS Setting " Idle Time Security € Auto Logout(Default).

 Port Security

 Configuration Backup: @ Back to the last display.

-

Note:
Comment name can only use "a-z","A-Z","0-9""_" """ =",

Ols— [0l I
@z [T o wemm /4

The MAC address and version of .ATC-408 will be shown at system status
diagram box. Comment field can accept Aa~Zz, excluding special character.

A. Comment: Itis a nickname of the management switch you can set.

9



B. Idle Time Security: It is an AUTO logout timer and the idle time range is
1~30 Minutes. If select Auto Logout and click update without filling in the idle
time blank, then the idle time will be default value.

Select Auto Logout (Default).

When idle time expires, following notice will appear.

/3 Se10K - Microsoft Internet Explorer

i =10i x|

EO WSE W0 AOARW TAQ RA® 0 [ v |
CI-H .= - QA 4 Qua usmnz Fwe P DD . F L

WD) [£) hp 1192168 2 1 giimeont e =] oBE >

]

Notice

Without any actions on this system, for security issue, this system has been logout automatically. Please re-login or clase this window

for exit.
Relogn |

A =
ISETH [ © FISEE
Select Back to the last display.
Without any actions on this system, back to login screen will appear.
7 Set0K - Micromoft Internet Explorer = =101 x|
BEE WEE SAO HOREQ TAD NE [ |
SR .- Q@) d| Que LnmaE See 3| DI - =
#4D) [ &) tp 192 163 2 14dle htm | ons >
=
Without any actions on this system, for security issue, this system will be logout. Please click Back or other items to continue your ‘
works.
J
] XA 4

C. MAC address setting

The internet address, http://192.168.2.1/MACIDFix.htm, helps user to modify
10



MAC address setting.
For example:
MAC Address, 50:80:17:80:13:F0, is modified as following, 50:80:17:80:13:F1.

A MAC ID - Mot 1 ges ) =10 x|
HED WHEO BAO PHREQ TAD HE® 7 [ = |
EE-H .= - Q[ A Qe unmaE Jue 3 DD v
#BIED) [€) hy 4192 168 2 | MACIDFix him x| OBE it »
MAC Address Setting
MAC Address
(ol o o et ol
Updaw
—
SET] LT o e P
Click Update to get the new MAC address.
2 Ssrtvisch Web-Baee Controlier - Mi sosft Inemet Explorsr
BEE HKWE BGAY INHAEFQW IAD HE®
GE-R. - - Q04 Ous usmaE e 3D D - 7 ‘
| Q) [§) ho11921682.1/ =] oBE E& >
1 2 3 4 ) 6 i 8
. B GGG
8-Port 10/100Mbps Fast Ethernet Switch
e System Status
@ Authentication
Configuration
S o | MAC Address s080:1780:43F1 |
@ System Status Number of Ports 8
9 Load default setting
@ Firmware Update Comment |§wmh
® ResetDevice System Version 1P210SDK2_L2.21_ICPlus_IP178_V5.22_8T
* Port Management
5 VLAN Setting 1dle Time:] (1~30 Minutes)
QoS Setting ™ Idle Time Security € Auto Logout(Default).
* Port Security
» Configuration BackupRecovery © Back to the last display.
T
Note:
Comment name can only use "a-z","A-Z","0-9" " " 4" .0 ="
[@®ER L e 4

1.4 Load default setting

Clicking the “Load default setting” button will make the switch being set to the

11



original configuration.

2R SmartSwitch Web-Base Controller - Macrosoft Internet Explorer
BRO H#WE #RY HORFW TAD HEO
“t-H .= @@ 4 Que asusE dxe 3 DS -

WD) |€) hpr192.1682.5

8-Port 10/100Mbps Fast Ethernat Switch

*+ Administrator Load Default Setting to EEPROM
@ Authentication

Configuration recover switch default setting excluding the IP Address, User Name and Password
@ S8ystemIP

Configuration

@ System Status E]
@ Load default sefting

@ Firmware Update

@ ResetDevice

“ Port Management

“ VLAN Setting

“ QoS Setting

* Port Security

= Configuration Backup
“ Logout

477'77 r —
[ @ WERE 7

Note: this change only concerns the switch behavior, excluding the change for

user name, password and IP configuration.

A SmartSwitch Web-Base Controller - Macrosoft Internet Explorer =101 %]

BXE® WHEO BRO SNREW ITAO HEG ' [ |
Gt-H .2 - QQ 4| Qus unosE JRe P D9 -

wt@jej hitp:/1182.168.2.5/ EI, PBE H!ﬂ »

8-Port 10/100Mbps Fast Ethernet Switch

“# Administrator

@ Authentication Update
Configuration Successfully!!

° System P
Configuration
System Status Please Click "Reboot” to use new setting to login

Load default setting
Fimmware Update
@ ResetDevice

* Port Management
“ VLAN Setting

* QoS Setting

“ Port Security

“ Configuration Backup)
 Logout

- 'I,;,—“, ,*
[ E] m

After Completing load process, the “System Setting Saved!!” will appear. Then

T owmEme

press “Reset Device” to take effect.

12



1.5 Firmware update

After pressing firmware update button, the switch will erase the older version

flash code first. Then enter file name at specific path, and the update will be

completed.

ler - Microsoft Internet Explorer

‘i;@ w/EE wRY FOREW IROD HE®
|

“E-H .o - Q[ A QuE aEoRE e @ D9 v -
| D) [€] hp1192.168 25/

1 2 3 4 5
8-Port 10/100Mbps Fast Ethernet Switch e e Ll

* Administrator Firmware Update

2 Authentication - - .
Notice:Please input the password to continue

Configuration
2 System P the Firmware Update process.
Configuration Password {" —

System Status .
ReConfirm [*#+++*

Load default setting
Update l

Firmware Update
@ ResetDevice

“ Port Management
“ VLAN Setting

“ QoS Setting

* Port Security
 Configuration Backup
* Logout

“H-H .2 - Q@ A Qs wxosE Fne @ DS

RO WO WAY FOREW IRD HUE - |ﬂ

D) [ hp152.1682 51 =] pBE | >
|

Erase Flash In Progress (8/128)
If this webpage doesn't refresh smoothly, please connect to hitp:/192.168.2.5 to continue.

/] EERBREA hip 192168251, | T o mEe

S

After pressing “Update” button, the old web code will be erased.

13



23 Fimware Update - Microsoft Intemet Explorer
BXO WHE BAD FOREW TRO HE®

@E-H .= Q@D A Qus wnosE Fne 3 D SH
WED [@) wpmozieezs ] ] ] | PBE &>

r

Firmware Update by Web browser

Select the image file:
]P:‘ﬂ#E(ﬁ’l’l)\ﬂ'ﬁiy\wm\e}e_lm\ﬁ_wl73_m|ogo_We¥Ctrl_|P2K$DK2_ml DL |

Click "Update” to upload file: e |

Firmware Update by TETP

There are two method to do the Firmware Update:

1. (By Web)Please browse to or type in the target image file in the upper
input field, and then press update button to continue.

2. (By TFTP client)Use MS Windows' Command Prompt window to run tftp
client program.

Syntax: c:\Mftp -i 192.168.2.5 put FILE_DIRECTORY\FILENAME.bin

3. If the update process somehow goes wrong(like power failure), please
connect to http://192.168.2.5 to restart.(If possible, reset device first.)

4. It takes about 45 seconds to complete the firmware update.

You'd better carefully read the document regarding the update procedure, preventing
the unexpected problem form occurring.

-
— T s

Enter correct path and press “UPDATE” button to complete firmware update

process.

23 Complete - Microsoft Intemet Explorer

BRE ®EE BRY HOREQ IAD HE® |

SR - - Q[ 4 Ques asmkE Swe 3| D9 -

m) m hﬂp://lﬁ.lﬁﬁ.ﬁ.lklﬁh’miﬁnﬂpdahr,g 3 .‘935]“ -

Update completed. Please wait for its Restart.

=
&) EERIERERE hip /192 1682.17.. T emsme

Firmware update is finished.
1.6 Reset device

This page is used to reset device.

14



A SmartSwitch Web-Base Controller - Macrosoft Internet Explorer
 ERE @®EE B0 ZOREQ IAD HE®

- -2 - Q3 | Qs wnoRE FEe @ D9 -
| #ED) @) hip:192.1682.1/

-Port 10/100Mbps Fast Ethernet Switch

*+ Administrator Reboot Device:

@ Authentication Click "Confirm" to Reboot the Device

Configuration

@ System IP
Configuration

System Status

Load default sefting
Firmware Update

Reset Device

“ Port Management

“ VLAN Setting

“ QoS Setting

“ Port Security

 Configuration Backup/Recovery
* Logout

¢ & @ @

@z B Wi

Press “Confirm” button to take effect for rebooting device.

2 Port Management
2.1 Port configuration

This page allows the user to configure operating mode of the physical port.

| BRE ®EO RO HOREFL IRD HE®
Ct-H.-~ - Q@ 4 Que unmsE Tme @ D9 Y-
| RO [€) Mpin92.1682.1/ | PuE |#w >
1 2 3 4 D 6
. B EE®E
8-Port 10/100Mbps Fast Ethernet Switch
* Administrator Port Control Configuration =
* Port Management
@ Port Configuration
&3 Pandwdi Gl Port No Name Link Capability Duplex Port Tx/Rx Ability
@ Broadcast Storm + t
Control = | ] [Bmo-Tego (Al Capabilites) ~] [Fa =] Erable ~
@ Max, Packet Length
VLA setting
QoS Setting
Note: Port name can only use "a-z""A-Z""0-9""_" "+" """ "="
* Port Security
AL T o o Current Status Setting Status
* Logout Port Name
Link | Speed | Duplex Capability Duplex | Port TxdRx Ability
1 IC+ @ 100Mb | FULL Auto enable
2 100M-Full ® | 100Mb | FULL Forced 100Mb | FULL enable
3 abc (<) 10Mb FULL Forced 10Mb FULL enable
4 100M_Hailf g 100Mb | HALF | Forced 100Mb | HALF enable
5 123456789 @ 10Mb HALF Forced 10Mb HALF enable
6 NO== @ . = Auto disable
7 @ Forced 10Mb | HALF disable
g | B0 | PUL |  cAwo: | = | enable
[E xR T o R 4

15



After completing the settings, press “Submit” button to take effect.

SMB status

B% SmartWindow - (untitled) — |D|_)_<_]
File Edit Actions Options Tests Admin View Help

e 5o o|o|o|ololo olaolcle afj

ager, o plolololololo olalaele B

Reosie, ol o|o|o|o|o|olo| |o|e|e|o o
Mode+ Half Half Half Half Full Half Half Full  Half Full Half Full 0
Speed- f@¢ | M@ 18 16 106 108 16 | 166 16 166 16 | 166 U
Link—+ ANG|ANG ANG| ANS ANG| ANG| ANS| ANG P

CardType 7410 7410 7410 7410 7410 7410 7410 7410 | 7410 7410 7410 7410

st A I02 003 104 5,08 .07 08| (10511 |12 13 #1

Start Start Start Start | Start Start Start Start Snt |
\SMB-2000 SmartBits Performance Analysis System \OnLine |IP=192.168.008.045 Port=16385 4

After completing the settings, click update button to take effect. The setting will

be reflected at current status window.

2.2 Bandwidth Control

The range of bandwidth is from 128K to 8M, Full speed.
Example :

Set Port1—128K. Port2—256K . Port3—512K . Port4—1M. Port5—2M .

Port6—4M . Port7—8M . Port8—Full

BED WHE BO0 AMARL TROD NGO
Hi-H .= QAN Aue unmax Juwe I 59 -

o (@) 21021

ST Bandwidth Control
- Port Manasgennent
® Pod Contiguration
°  Bandwsam Contral Port No TXRate Rx Rate
Broacast Storm |
* Conves = 3 o]
SN LA Upise | LowdDeiad |
© VLAN Setting
If the link speed of selected port 1S lower than the rate set by user thes system will use the knk speed
¥ QoS Semng asuser’ ssetting
 Port Securey
~ Confwp stion
* Logoes -~
Port No TX Rate Rx Rato
1 128 Kb 128 Kb
2 256 Kb 256 Kb
3 512 Kb 512 Kb
4 1Mb 1Mb
S 2Mb 2Mb
6 4 Mb 4 Mb
7 8 Mb 8 Mb
8 Full Full
e4xER © mTe
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Results :

Rate 5 RX PASSIFAIL
128Kp | 10,503 (bytesy8/1024128K | 16 058 (bytes)8/1024=125K = 128K | PASS
256Kb | 31780 (bytes)"8/1024=248K | 31 468 (bytes)*8/1024=246K =256K | PASS
512Kp | 02000 (bytesy8/10247485K | 5g 985 (bytes)'8/1024=469K =512K | PASS
imp | 118745 (oytes)8/1024=923K1 153 833 (bytes)*8/1024=967K = 1M PASS
amp | 23]087 (oytesy8/1024=1810M | 558 343 (bytes)'8/1024=1784K =2M |  PASS
amp | 400178 (bytes)'81024=3595M | 475 520 (bytes)’8/1024=3692M =4M | PASS
gmp | 247045 (oytesy8/1024=7399M | 655517 (bytes)8/1024=7228M =8M |  PASS
Full ?6;263;§231024=74403M —80M i%%?\hsso(bytes)*em024:74403M BASE
Results : SMB setting : 100M Full, 120m, 60 length , random data

128K TX=16,363(bytes

B SmartCounters [Port Counters for 2 ports - (un.._ g@lgl
ER Fle Edit Tre Actons Selecton Yiew Formst Wandow

128K RX=16,058(bytes

CA Fle Edit Twe Actions Selection Yiew Format Window

% SmartCounters - [Port Connters for 2 ports - (un... (= |[B1][]

Help - &% Help -8 x
tFHAE t2R a %, a=20 e EdPAE SR a8 5B n =0
orts Rates Rates ~ Fas Rates RaClear Al SmatCards] 1]
2 S0 21 SX-7410 28 SX-7410 T 21 SX-7410 28 SX-7410
235%-7410 235%.7410
24 5%-7410 || Tx Frames 26 0 24 5%-7410 || Tx Frames 0 251
25 5X-7410 ||Ry Frames 14 235 25 5X-7410 | Ry Frames 25 15
37 S g0 |[Rx Byes 897 BT | IRu By T30 [ )
28 5%.-7410 [ QB 0 255 BRI |Rx Trigeers 25 0
Collisions 0 0 Collisions 0 0
(CRC Errors 0 0 CRC Exrors 0 0
Alignment Errors 0 0 Alignment Enoes 0 0
OverSize 0 0 OverSiae 0 0
Frag/UnderSze 0 0 Frag/lUnderSize 0 0
D v
< >|[< > < >||<
(Counters for 2 ports Rai: O (Clear counters on all SmartCards Rates O

256K TX=31,786(bytes

% SmartCounters - [Port Counters for 2 ports - {(un._. EI@|E|
CA File Edit I Actions Selecon Yaew Fommat Wimdow

256K RX=31,468(bytes

G2 Fle Edt Ime Actons Selction Yew Fonmat Window

Eelp -8 X Help - 8%
mEEHIE S s 8 n 20 =2 HIES s 2B s b B s B0
Rates Rates -~ Rates Rates ~
22 SX-7410 28 SX-7410 22 SX-7410 28 SX-7410
245%-7410 ||Tx Frames 497 0 245%-7410 || Tx Frames 0 49
%g gi;ﬂg Rx Frames 14 4% 255X-7410 | |Ry Frames 4 14
. 265X-7410
27 57410 | {Rx Byes 906 27 57410 | |Rx Bytes JL468 9
28 517410 | IS 0 4% il [Rx Triggess 0
Collisions 0 0 Collisions 0 0
CRC Errors 0 0 CRC Errors 0 0
Alignment Emors 0 0 Alignient Emors 0 0
OverSize 0 0 OverSize 0 0
Frag/UndecSine 0 0 Frag/UndexSize 0 0
v v
< »||¢ > < >«
[Counters for 2 ports Rates O Counters for 2 ports Rafes O
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512K TX=62,066(bytes 512K RX=59,985(bytes

% SmartCounters - [Port Counters for 2 ports - (un... El@lg

¥ SmariCounters - [Port Counters for 2 ports - (un... E‘@‘E!

CR Fle Edit Tree Actons Selecton View Formst Wodow TR Fle Edit Tree Actons Selecton View Foomat Window
Help - & x Help -8 %
=eldPAE t2R & 38 0 =20 eFEHIAE S22 4 8 a0
| =0 | Rates Rates 1 | [For Rats Raes ~
21 5X-7410 23 SX-7410 28 SX-7410 2157410 23 SX-7410 28 SX-7410
sx‘ 22 sx~74
24557410 || T Frarnes m 0 245%7410 ||Tx Frames 0 97
255%7410 ||Rx Frames 14 a0 255%-7410 ||Ry Frames 937 14
% S 7410 |[Rx Byes soo[_2zee] 3 7410 |[Rx By 82
3 FEAIEN] |Rx Triggers 0 g0 Rx Triggers 937 0
Collisions 0 0 Collisions 0 0
(CRC Exrors 0 0 CRC Exrors 0 0
Alignment Errors 0 0 | Alignment Enors 0 0
OverSize 0 0 OverSize 0 0
Frag/UnderSze 0 0 FragUndexSze 0 0
v v
< >« > < >||¢ >
(Counters for 2 ports Ratez: O (Counters for 2 ports Raws O

1M RX=123,833(bytes

%, SmartCounters - [Port Counters for 2 ports - (un EIE &'

C& Fle Edit Tree Actons Selection Yiew Format Window C& Pl Edt Ime Actions Selction Yew Format Window
Help - 8 % Help -® %
B HPAS 2R a8, =0 eEHIAE LB 4 2R, =
govls | Rates Rates A [For: Rates Rates -~
21 547410 24 SX-7410 28 SX-7410 21 SX-7410 24 SX-7410 28 SX-7M10
225%7410 225X-7410
23 5X-7410 23 SX-7410
FEERSEIN | (T Frames 1,46 0 2 Il | | Tx Frames 0 1,933
25 "}g Rt Frarnes 14 45 DI 1,935 14
57 7410 |[Rx Byes seo[ 18145 37 2x7ann | |Rx Byes 123,833 928
0 845 Rx Triggers 1,935 0
Collisions 0 0 Collisions 0 0
CRC Envors 0 0 CRC Errors 0 0
Alignment Errors 0 0 Alignment Ervors 0 0
OverSize 0 0 OverSine 0 0
Frag/fUndexSize 0 0 Frag/UnderSize 0 0
v v
< > £ > < >
(Counters for 2 ports Rates O Counters for 2 ports Rates O

2M TX=231,687(bytes 2M RX=228,343 (bytes

% SmartCounters - [Port Counters for 2 ports - (un. EI’E E]

ER Fle Edit Tre Actons Selecion Yiew Foomat Window ER Fle Edit Ime Actons Selecton Yiew Foonat Wadow
Help -8 x Help -9 x
2 HAE LR 4 3R a=20 cEEHIAE L@ 8 2R, a =20
| = | Rates Rates ~ Fa= Rates Rates -
21 5X-7410 25 SX-7410 28 SX-7410 21 5%-7410 25 5X-7410 28 SX-7410
225%7410 225%-7410
Z35X7410 235X-7410
24 5%-7410 |[Tx Frames 3619 0 2 0 ||Tx Fraraes 0 3,568
14 X R Frames | 3,568 13
s6_231,687) RiByes | 72833 8%
0 3620 R Triggers 0
0 0 Collisions 0
0 0 CRC Evors 0 0
0 0 | Alignment Errors 0 0
0 0 OverSize 0 0
0 0 FragfUndecSize 0 0
v v
< >||1£ > < 2||€ >
(Counters for 2 ports Ratez O (Counters for 2 ports Rates O
4M TX=460,178(bytes 4M RX=472,520(bytes
¥, SmartCounters - [Port Counters for 2 ports - {un r.__lﬁ g} =, SmartCounters - [Port Counters for 2 ports - (un_ r;lrg_ E‘
CR& Fle Edit Tme Actions Selection Yiew Format Wadow TR File Edt Iree Actions Selection Yiew Fonmat Window
Help - 8% Help -2 x
eFEHAAE 2@ & 8 030 2eeHMAE S da 88 030
[For= | Rates Rates ~ orts Rates Rates A
21 SK-7410 26 5%-7410 28 SX-7410 21 5X-7410 26 SX-7410 28 SX-7410
22 5X-7410 22547410
235X-7410 23 5X-7410
24 5%-7410 ||Txt Fraraes 7075 0 24 5%-7410 || Tx Frames 0 7382
5700 (e 13 7183 25 5%.7410 | Ry Frames 2383 13
27 5x.7410 | [RX By | v 27 7410 ||Rx Byes 88
Ry Trggers 0 7190 Rx Tnggers 7383 0
Collisicns 0 0 Collisions 0 0
CRC Envors 0 0 CRC Errors 0 0
| Alignroent Errors 0 0 Alignmoent Emors 0 0
OveSize 0 0 OvesSize 0 0
FragUndexSize 0 0 Frag/UndexSize 0 0
v v
< 2||< > < | 2|14 >
Counters for 2 ports Rates O Counters for 2 ports Retes O
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8M TX=947,045(bytes 8M RX=925,217(bytes
% SmartCounters - [Port Counters for 2 ports - (un.. gig‘ ¥ SmartCounters - [Port Counters for 2 ports - {un... E@lg

CR Fle Edt Ime Actions Sekction View Fonmat Window CA File Edit Tree Actions Selection View Foomst Window
Help -8 % Help o %
cEEHMAE Y B 68 =20 cFEHAE 2R a 28, a=20
| Rates Rates ~ | Rates Rates ~
21 SX-7410 27 §3-7410 28 S3-7410 21 SX-7410 27 SX-7410 28 SX-A410
22 SX-7410 22 5X-7410
23SX-7410 235X-7410
24 5X-7410 ||Tx Frames 14,798 0 ggﬁ;ﬁg g‘f;mm 452 14457
255X-7410 | IRy Frames 14 14,78 ; rames 14 14
S0 s e ) s ZS By 167
| |Rx Triggess 0 14,78 i |Rx Triggers 14456 0
Collisions 0 0 Collisions 0 0
CRC Exrors 0 0 CRC Enrors 0 0
Alignment Enors 0 0 Alignraent Emors 0 0
OvesSize 0 0 OverSize 0 0
Frag/UndexSize 0 0 Frag/Unde:Sioe 0 0
v v
< | 2| £ > < 2| € >
(Counters for 2 ports Rates O (Counters for 2 ports Rates O

CRAFle Edit Tree Actons Selecbon View Formet Window CRA Fils Edit Tre Actions Selection View Format Wmdow
Help -8 x Help .8 x
PEHFPE YRR a4 3% =20 mFHIFE R & X a=20
| [ Raes Raes ~ Pois I Rates Rates A
21 5X-7410 27 SX-7410 28 SX-7410 21 SX-7410 27 SX-7410 28 SX-M10
225%.7410 225%-7410
235%.7410 235%-7410
27410 [l P S 2247010 [ P T
g anes 2 806 3 rames
2ssx<741 Rx Bytes 0 26 SX7410 o e o[ Ssn.650]
M |Rx Triggers 0 148,808 0l i 0 148,807
Collisions 0 0 0 0
CRC Errors 0 0 0 0
Alignment Ercors 0 0 0 0
OveSize 0 0 0 0
Frag/UnderSze 0 0 Frag/UnderSize 0 0
v v
< >||¢ > < >||¢ >
Counters for 2 ports Rokes O (Counters for 2 ports Rates O

2.3Broadcast Storm Control

IP178C/IP178CH drops the incoming packet if the number of broadcast packet
in queue is over the threshold.

Base Controller - Microsoft Intemet Explorer ] =101 x|
BXO WHE BRY FOREW IRD HEQ [ |
EEH.2 - Q[ 4 Que unmsE Fme @ DS -
| D) [@) hpin102.168 2.1/ ~| ounE @ >

8-Port 10/100Mbps Fast Ethernet Switch

~ Administrator
“+ Port Management
@ Port Configuration

@ Bandwioth Control ftem Setting

el Broadcast storm protection ¥ Enable

@ Max Packet Length Update I
 VLAN Setting
* QoS Setting
* Port Security
# Configuration Backup/Recovery
“ Logout

Broadcast Storm Control

& xR T eommme
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SMB setting:

Transmit Setup - SmartWindow Port 10

3

Mode Length [bytes) Backaround - Interpacket Gap
- = [without 4 byte CRC)
l Conlinuous —I ;j I Custom v I Rate: |0.96 v
(% Fived [60 5
" Random : Edi... | Units: |uSec vl
VFD1 Setup (MAC dest) VFD2 Setup (MAC source) VFD3 Setup [Protocol)
State: m State: | Static v State: Off ~
Start
Start ‘ ‘
Vaue: [fFfFfFfF 1 i Value: [000000000010 Edi._|
Offset [bIlS] Offset [bl(i]] Ifrset J
o ﬁ 48 7 5 ~
™ Adjacent to VFD1 Jo3i ¢4 to VFD
Emor Generation Collision #of | engt
[T CRC [ Dribble [~ Enable -] o = — =
[~ Alignment [~ Symbol # of Packe I ‘ E — o L= ~|
Output Packet
Iﬂfﬂfffﬁff0000(.’0000010UOGJGJUUOUOO(]JOOUUOOUUG]EIJUDOUOOCO[IJUUOUDO&]C(
MIl Registers | I~ VLAN Tx Defaut | 0K Cancel
Results:
A Broadcast Storm Control = Disable
&5 SmartCounters - [Port Counters for 8 ports - (untitled)*] ;[glﬁ
CA File Edit Iree Actions Selection Yiew Fomat Window Help =181
EcEHESE tR a3 %, 1218 BB0DO
All Ports Events Events Events Events Events Events Events Events =
01 5X-7410 02 SX-7410 03 5X-7410 04 SX-7410 05 SX-7410 06 SX-7410 07 SX-7410 08 SX-7410  __|
Tx Frames 1,000 0 0 0 0 0 0 0
R Frames 0 1,000 1,000 1,000 1,000 1,000 1,000 1,000
R Bytes 0 793979 793979 793979 793979 793979 793979 793979
| Rx Triggers 0 0 0 0 0 0 0 0
Collisions 0 0 0 0 0 0 0 0
CRC Erors 0 0 0 0 0 0 0 0
Alignment Errors 0 0 0 0 0 0 0 0
OverSize 0 0 0 0 0 0 0 0
Frag/UnderSize 0 0 0 0 0 0 0 0

4 |

Counters for 8 ports

B Broadcast Storm Control

[Events Only Detail View  [Updating

= Enable

20
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&% SmartCounters - [Port Counters for 8 ports - {untitled)*] g j _lgl- 5]

CA File Edit Tree Actions Selection View Format Window Help -8 x|
EEcEHFE YR a8 =208 REDO
All Ports Events Events Events Events Events Events Events Events A
01 SX-7410 02 SX-7410 03 SX-7410 04 SX-7410 05 SX-7410 06 SX-7410 07 SX-7410 08 SX-7410  _|
Tx Frames 1,000 0 0 0 0 0 0 0
Rx Frames 0 316 316 316 316 316 316 318
Rx Bytes 0 20,224 20,224 20,224 20,224 20,224 20,224 20,224
1| Rx Triggers 0 0 0 0 0 0 0 0
Collisions 0 0 0 0 0 0 0 0
CRC Errors 0 1] 0 0 0 0 0 0
Alignment Errors 0 0 0 0 0 0 0 0
OverSize 0 0 0 0 0 0 0 0
Frag/UnderSize 0 0 0 0 0 0 0 0
s
« | »
Counters for 8 ports |Evens Only [Dehil View IUpdaﬁng |B4 4

2.4 Max Packet length

Two kinds of max packet length, 1536 / 1552 Bytes
A Packet Length (Bytes):1536(default)

trolle: met Explorer

=10/
-

<] onE

“E-E - - Q[ & Que SsnRE dEe @ D9 v -
| B [&) ez i6e 21/

1 2 3 4 5 6 7
8-Port 10/100Mbps Fast Ethernet Switch TEEEEE®

¥ Ao Max Packet Length
-7 Port Management

@ Port Config
@ Bandwidth Control ftem Setting

bt Packet Length (Bytes) @ 1536 (default) © 1552

9 Max Packet Length Update I
 VLAN Setting o
# QoS Setting
* Port Security
“ Configuration BackupRecovery
 Logout

(& xR [ | AR 7

SMB setting: set length 1532 bytes because CRC packets occupy 4 byte.
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Transmit Setap - SmartWindow Port 10

&3

Interpacket Gap

Rate:

0.96 -

Units: |uSec vI

State:

I Ada

~VFD3 Setup -

Off

Edit I
— 4|
£l

—

0K

Cancel

Mode 1 - Lenath [bytes) Backaround
| R
g < ||| Juithout 4 byte CRC)
s |
C r— . ,’.:-:v_‘d ¥ x ca
<1 mSec Randorn Q
- VFD1 Setup MAC dest] ~VFD2 Setup [MAC source]
State: | Static v State: ISlatic v I
Value: (000000000011 Value: {0000 00000010
Offset (bits) Offset [b:t—s]J
o ﬂ 48 ~
[~ Adjacent to VFD1
Enor Generation Collision
[~ CRC ™ Dribble [~ Enable — ;J
I~ Alignment I~ Symbol : ' I _]
Output Packet
ICDMUUUUCI]H 000DODOOO0DTIN0NOO0OO0000NOO00OO0DO00O0D0O0NO0DO0DODODOODODDO0OT
MIl Registers | [~ VLAN Tx Default |

Following chart shows packet length.

Oversize packet length will appear in Oversize column.

¥= SmartCounters - [Port Counters for 8 ports - (untitled)*]
C& File Edit Iree Actions Selection View Format Window Help

EHPEE LBR & 3

00
00

4

s =0 &

105X-7410
11 QX 7410

14 SX-7410
15SX-7410

6 SX-7410
17 SX-7410

Tx Frames

Rx Frames

Rx Bytes

Ax Triggers
Collisions

CRC Ermrors
Algnment Emors
OverSize
Frag/UnderSize

Events

Events

o0 000000 -

o= oop

Events
10 5X-7410 11 SX-7410 12S5X-7410 135X-7410

O 000000 o0 o

Events

OO0 000000 o

Events Only
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Packet Length (Bytes):1552

35
| B8RP #HE BRY HHAEQ) IAD RH®
‘J—J:—! -2 - @ A Qes aamRE Jue 3 DD -

nartSwitch Web-Base (

ontroller - Microsoft Intemet Explorer

WD) [€) npnoz 16821

8-Port 10/100Mbps Fast Ethernet Switch
 Administrator
-~ Port Management
@ Port Configuration

Max Packet Length

@ Bandwidth Control

Item

Setting

@ Broadcast Storm
Control

Packet Length (Bytes)

c

1536 (default) @ 1552

@ Max Packet Length
 VLAN Setting

|

QoS Setting

“ Port Security

* Configuration BackupRecovery
* Logout

&%

e

N

SMB setting: set length 1548 bytes because CRC packets occupy 4 byte.

Transmit Setup - SmartWindow Port 10

X]

Mode | (fLength [oytes] Backaround Interpacket Gap
- | |§ [wathout 4 byte CRC)
ISngle Burst L] ‘ : J = | Custom v I Rate: |0.96 v
: h * Ficed [154 :
<1mSec [ Handom Edi.. | Units: |uSec v I
VFD1 Setup (MAC dest) Wﬁz §etup MAC source) VFD3 Setup
State: [Static v State: [Static - State: off =
Value: 000000000011 Value: 000000000010 edt. |
Dffset (bits) Offset [biil | =
2 - —r
™ Adiacent to VFD1 Jti D
Emnor Generation Collision '3 nath
™ CRC I Dribble [~ Enable 5 | I= | =
I~ alignment | Symbol : ackel I _] _I _I
Output Packet
[0]000000[011 0000000000 1000000000000000000D0000000000000000000D0OI
MIl Registers | ™ VLAN Tx Default I | 0K I Cancel

Following chart shows packet length.

Oversize packet length will appear in Oversize column.
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¥a SmariCounters - [Port Counters for 8 ports - (untitled)*]
C& File Edit Tree Actions Selection View Formst Window Help
meEHAE SBR a4 {8 0 =208

Events Events Events Events
10 5X-7410 10 SX-7410 11 SX-7410 12 SX-7410 13 SX-7410
11 SX-7410
12 SX-7410
EERSE T | Tx Frames 1 i 0 0
14 SX-7410 |-y 0 0 0
15 5X-7410
16 57410 |MEEES D : L
17 5%-7410 | RERIC 28 0 ! 0 0
Collisions 0 0 0 0
CRC Erors 0 0 0 0
Alignment Errors 0 0 0 ]
OverSize 0 1 0 0
Frag/UnderSize 0 0 0 0
< 21 <€
Counters for 8 ports Events Only

3 VLAN Setting
3.1 ulti to 1 Setting

Enable Multi to 1 setting will force Tag Based VLAN and Port Based VLAN
function to be disabled.
Set a specific port as an exporting port. Other ports can’t transmit and receive

packets and only the destination port can.

- ~loixd
WD WND AT AARL IAD NAD =
“r-N .= -0 23 0Qwe unmar Jme I H- I -

WD) [ @) My 152 1602 1/ > cua wm
¢ :

¥ Admisistries VLAN Muiti to 1 Mode
7 Port Management
VLAN Setting
i mctihd i Destination PortNo [@=]
Tog Based VLAN
@ Porf Based AN Current Setting Port:3
¥ Qos Setmg M Resiced b-:a'»,-lr: the previous VLAN configuration)
¥ Port Security
1.A example for Multi4o-1 structure
 Configur ation Deckup Recovery
» Logout ~
(01)
Destination Port/ " Ay
Current Setting -~ ,(02)
(085
~
~~(07)
2.The original setting of the VLAN Group will be cleared and replaced by this special structure if you enable
your newest selting.
e © Fu
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Example:
Set port 3 as the destination port. When port O~port 7 transmit packets, only
port 3 will receive packets. SMB setting: 100M Full / Flow control=ON

Transmit Setup - SmartWindow Port 10 3
Mode Length (bytes) Background Interpacket Gap

3 i without 4 byte CRC
TN - || et g <] | Rae o% o
Count: [100000 ;) e

6.488 Seconds (¥ Random EEs I Units: |uSec - I
VFD1 Setup (MAC dest) VFD2 Setup [MAC source) VFD3 Setup (Protocol)

State: lStatic o I i‘a‘ﬁ [Static - I State: off =

tart
33:3; F FF FF £ £ £ Value: IOU 000D0000D1 alu Ed |
Offset (bits) Offset [bits_lj ffsi )
™ Adjacent to VFD1 [~ Adiacent to VFDZ

Emor Generation Collision

- i || bl o | P G

- Dutput Packet
[FHHHHI000000000001 22 R R R R R R NN NN NN NNNNNT

MIIRegislersl [~ VLAN Tx Defaul || 0K | Cancel |

Port 1~port 8 transmit packets in turn and only port 3 will receive packets.

B SmartCounters - [Port Counters for 8 ports - (untitled)*] EWEI@
- 8 X

A File Edit Tree Actions Selection View Format Window Help
=EEHFAE SRR a4 B b =208 3806
| Ports Events Events Events Events Events Events Events Events A
. 9 : 10SX-7410 11 SX-7410 12SX-7410 13SX-7410 14SX-7410 155X-7410 16 5X-7410 17 SX-7410
0
Tx Frames 100,000 100,000 0 100,000 100,000 100,000 100,000 100,000
Rx Frames 54,454 54,432 700,000 54,450 54,452 54,452 54,454 54,434
: Rx Bytes 3485056 3483648 553520593 3484800 3484928 3484928 3485056 3483776
ISIiR] | Rx Triggers 0 0 700,000 0 0 0 0 0
Collisions 0 0 0 0 0 0
CRC Enors 0 0 0 0 0 0 0
Alignment Errors 0 0 0 0 0 0 0 0
OverSize 0 0 0 0 0 0 0 0
Frag/UnderSize 0 0 0 0 0 0 0 0
v
< [ >|]£ >
Counters for 8 ports Events Only Detail View  Updating B4

Port 3 transmits broadcast packets and Rx Bytes of port 1~port8 (excluding

port 3) receive packets from port 3.
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%, SmartCounters - [Port Counters for 8 ports - (untitled)*] (=13
& X

‘:5 File Edit Tree Actions Selection View Format Window Help -
SEEHAS y 2R 8 8, 0 2I@ BEMO
IPotts Events Events Events Events Events Events Events Events A
1?3533}3 10SX-7410 11 SX-7410 12SX-7410 13S5X-7410 14 SX-7410 15SX-7410 16 SX-7410 17 SX-7410
e PNt §
12 SX-7410
13 5X-7410 {JRERELES 0 0 100,000 1] 1] 1] 0 0
133(;4}p R Frames 100000 100000 10554 100000 100000 100000 100,000 100,000
165/,7:13 Rx Bytes 79,057,028 79,057,028 675456 79,057,028 79057028 79057028 79057028 79057028
17 5%-7410 [ GEREDFES 100,000 100,000 1] 100,000 100,000 100,000 100,000 100,000
Collisions 0 0 1] 0 1] 1] 0 0
CRC Enrors 0 0 0 0 a 0 0 0
Algnment Errors 0 0 0 0 0 0 0 0
OverSize 0 0 0 0 a 0 0 0
Frag/UnderSize 0 0 0 1] 1] 0 0 0
v
< >||1£ >
Counters for 8 ports Events Only Detail View  Updating B4

3.2Tag Based VLAN

Tag Based VLAN function can’t be enabled unless turning off Multi to 1 setting
and Port Based VLAN function, meaning load default setting.

Enable Tag Based VLAN function before use, or warning message will appear.

=10l x|
| R -~ -QQ 4 Quwe usonE Fxe I DI -
| WD &) mp 2168217 =] PBE EE»

* Administrator
i Please Enable Tag Vlan Function
~~VLAN Setting

e Multito 1 Sefting ,,O_K_I

8 TagBased AN
@ PortBased VLAN
* QoS Setting
* Port Security
* Configuration BackupRecovery
* Logout

B | wwma 4

A SetAdd Tag / Don’t Care / Remove Tag function for port 1~port 8.
(Note: Please don't add VLAN tag on your control port)

2 Soarts et Exglorer =lolx|
| BE ®HE ®RQ HNAEQ TAD KEO
[#EH -~ - QR 4| Qus azmeE Feae 3 D3 v -
| @) [@) rp o2 168200 ~| ouE x>
1 2 3 4 5 6 7 8
. 3 3 3 3 I R 3
8-Port 10/100Mbps Fast Ethernet Switch

¥ A Tag Based VLAN
“ Port Management N
~ VLAN Setting

o Muftito? Sefting Tag_Vlan_Function: l @ Enable € Disable

®  TagBased VLAN [ )

 Pedsmen
# QoS Setting T T T T
» Port Security Port 1 Port 2 Port 3 Port 4 Port 5 Port 6 Port 7 Port 8
> Tag © Add Tag © Add Tag © Add Tag © Add Tag © Add Tag © Add Tag © Add Tag ¢ Add Tag

Mode | @ Don't Care | © Don't Care | © Don't Care | © Don't Care | © Don't Care | © Don't Care | © Don't Care | © Don't Care
¥ Logut © Remove Tag | © Remove Tag | © Remove Tag © Remove Tagi © Remove Tag | © Remove Tag | © Remove Tag  Remove Tag
| |
Note:Please don't add VLAN tag on your control port

SRS [T o wmame V.

Setting as following:

26



port

VLAN Tag

Don’t Care

ADD TAG

Don’t Care

Remove TAG

Don’t Care

ADD TAG

Don’t Care

XN N B WN -

Remove TAG

Example 1:

SMB setting: Port 8 transmits packets with VLAN Tag.

File Edit View Help

H‘Q@I&ﬁaé x

8100

Example 1 results:

N

Transmit Setup - SmartWindow Port 28

- Mode - 1 Length [bytes) - Background
: (without 4 byte I:RC]
|Smgle Burst v| A m
Count: [10000000 Fiked [60 -
1:07 m:s " Random +|
~VFD1 Setup (MAC dest) |~ VFD2 Setup (MAC source]
State: Ioﬂ .l State: lStatic v]
Start Start
',':;\_p;— 00 00 00 00 00 21 Yalue: |000000000028 ‘
R Offset (bits)
['— j 48 j |
I~ Adjacent to VFD1
~ Error Generation | Collision
[~ CRC ™ Dribble l‘ End)lo __|
[~ Alignment I~ Symbal ots: 100

- Dutput Packet

[~ Interpacket Gap -

Rate: IO.%
Units: IuSec

—VFD3Sesp——
State: 0ff

[22222222 7272000000 0000 2881 000001 2222 22 2222 22 22 22 22 72 22 22 22 72 %

M VLANT: VAN Tag |

Ml Registers I

Defaut |

0K Cat
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Port 2 is set ADD TAG

apture - SmartWindow Port 22

Port 1 is set Don’t Care

pture - SmartWindow Port 21

File Edw Coptue View Formst Help Ede Edit Copture Yiew Formot Help
HiBS SY2B XF-RmHOE F e nv » O HES ¥R XD 0@ o » o
Delta{uSec)|Status|Len MAC dest _ |[MAC src ~ IMAC dest | p
64 641142256317 1c 000000000028 8100 0007 e 1 640364028940 36 b bt &3 ab 24 3¢
| 2 | 63 64 €457 4247820112 000000000028 8100 0001 §d+ 2 54 64 d8833a6c e21c 0000000000 23 b 23 ca 20 a5 0e
13 | 67 64| 644cee29742b11 000000000028 18100 0001 9. 3 64 B4 79e0bc5d1013 000000000028 1b43415b39.
| 63 64 BAs6bES2fclcl 000000000028 3100 0001 §0: 4 54 64 3d52de 36 7Ict 000000000028 7 oc 74 a7 b3 fE
| S5 | 67 64 B4 b36c 24846846 000000000028 18100 0000 §b. 5 64 64 23be 61687 31 06 0000 00 00 00 28 5311 Tee3b3b
| & | 67 64 6473f2 00843205 000000000028 8100 0001 §51 [ 64 643388561 B ed 000000000023 32452439 3
7| 67 64 64 6b70a5(437s 000000000028 8100 0007 {82 7 4 £4192103c38c 73 000000000023 b3035e c7bb %
| 8 | 67 64 64d31493201e42 000000000028 §8100 0001 fo: 8 64 B4 4e3707eeldad 000000000028 e Oc 607 15 3¢
| 9 | X 64 64 67bdbE6 A ed 000000000028 3100 0001 JO! 9 54 64 5c056(cdea 16 000000000028 18466 78 of 6z
10 87 64 64/9568 af db 46.d5 000000000028 181 00 0001 36 « 10 64 €4 950b 97 361 49 0000 000000 28 42 15 64 ¢ 65
11 67 64 648418671431 000000000028 8100 00071 §2: 11 64 64563006334 000000000023 1 ebfb cd d5 3e
12 67 54 64/201417839118 000000000028 §8100 0001 12 64 64 747164 34 4558 00 00 00 00 00 28 75562 4068 5.
:: 2; t: ZTD?::;;L;Q 2£$$£2 :gg zg : 13 64 64 4422dcfc 6134 000000000023 b 8¢ 51 a6 91 5
14 64 €4 610810854 000000000028 5 17bd d3 8 9
(15 63 ] B4 298b8e50eda 000000000028 8100 0001 )"’ 15 54 B4 85176525 7b1 000000000028 787 7e 1c e3 4.
< >
|Retrieving Frame 298 of 1056 (28%) CAPTURE OFF (CAPTURE OFF

Port 4 is set Remove TAG

% Capture - SmartWindow Port 24

Port 3 is set Don’t Care

Ele Edit Copture View Format Help Eie Ednt BRI View Formst Help
ggg;x;ﬂna-g,,.o HE8& SR XprRBHE I o v O
Status. thP MAC dest MAC src ~ a e

1 64  6480231dadides 000000000028 |3 b4 405453208 + = ::;:;7;;;‘;‘1‘: $$$‘£‘£§g e periEe
2 64 64 51996252 000000000026 [8 H 67 96 4d 51 (€ < e e
3 o 64/d1 2 626866 0a 10000 00000028 |8 53487 3 64 64 938b0bbBaBC1 000000000028 ba 28 b1 00 83 7617 48
1 o YT I T T - Biotead 4 64 64 de 04846435 000000000028 7dcIPade B8 794d 1e
e 2 5 54 64 0d7b35bad7be 000000000028 79623 £d 94 Bc D4 5
+ g: zfﬁ;;sgz: ggﬁﬁgﬁzg 34:5:;7‘53;5 3 84 643971 a902di6e 000000000028 Te T5p1 b0 3c 101202
e . AT ; T - oo "93 7 64 64 138904 63 3c 36 0000000000 28 6383j337 8591433
e 4 c016ch 4 7Tby 0 i 254804 8 6 64s2196e40d43 000000000028 62 16.c0b08b
5 64 E412a59 83 41 ol {3 {00 (0 D800 0025 31 72"“’3""‘ 9 64 64 afbaBse51093 000000000028 B odb?le 27 ed a3 ad
|- 3_| 64 64 1bebed 335685 000000000028 I8 564 dc 6300 [ 10 54 64 221462 78724b 000000000028 Geec)20BIG9R
| 10 | 64 64 £3288248633c 000000000028 |8 a8abc 26446 1 64 64 2d 04 Oc 46 5e de 00 00 00 000028 34 8479 5 bb b5 df 4c
[ 11 | 64 64 131864 c3b84d 000000000028 |8 5 4c 7c of 3c 5 12 64 64 d1 5.¢6.309( b3 |00 0000000028 7ae8 2c 1b48
12 64 64 128b232d003c 000000000028 3 b 74605060 3 13 54 54 840b74cb5348 000000000026 fc655a bé 4 §f 43321673745
13 64 64 224012b3bd5d 0000 00000028 |8 1128930340 14 64 64 26535612 es (00000000028 [1dSe 188aBS B bceBeb b
14 64 64 df a2b7 20d0 b5 000000000028 I3 472317 bale 15 54 64 da6bda 167 6 000000000028 d359p7 e253276a 41 ¥
15 64 6417 ddebcB9b5 000000000028 |8 o bS5 23 of 7786 < >
< > CAPTURE OFF

(Copy the selected object(s) CAPTURE OFF

< >

CAPTURE OFF

Example 2:
SMB setting: Port 7 transmits packets without VLAN Tag.

Transmit Setup - SmartWindow Port 21

Mode Lenagth (bytes) Backaround Interpacket Gap
SRS [without 4 byte CRC
Sngeucl g m Rote 0% =

- leedl
' Random —‘l s |

YFD2 Setup [MAC source)
State: | Static |
Start
Value: |UIJ OO0ODO0OD0 21 alu

Offsel Offset [bits)

e
™ Adjacent to VFD1

Emor Generation LCollision | i of Packets Lenagth(bytes

™ CRC I Dribble ™ Enable [_ _| i = f

I~ Alignment | Symbol H ;_'

Count: h 000000
- 105 m:s 1]
YFD1 Setup (MAC dest)

Units: luSec vl
VFD3 Setup —
State:

State: |0ff Off

~ Output Packet
|?? 27MNN000000000021 72NNV V2NINNIDININDINI NN

MIl Registers Il [ WLAN Tx

Default | 0K Cancel
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Example 2 results:

port0 is set Don’t Care
& Capture - SmartWindow Port 21
Eile Ednt Copture Yiew Formaj Help

HES 2R X-RHE M en » O

Delta{uSec)|Status PreamMAC dest _ |[MAC src
1 Q 1% 64 B36 6759 30 ce 0000 00 0000 27
2 83 1053 647374351560 d0 0000000000 27
3 767 Ee:) 64 da o7 c0 3¢ 07 34 000000 00 00 27
4 787 %63 643492 bi 16 cS 000000000027
3 864 1060 64 4563 ch 3 712 000000 0000 27
[ 25 N 54 0c 37 Be ¢ 9c 25 0000 00 00 00 27
7 398 477 642357345511 000000000027
8 mz 1 64/c8e945541808 000000 000027
9 R7 383 6478417571722 000000000027
10 459 554 64 2 cadd%be 73 000000000027
11 536 850 64.0:175485c048 000000000027
12 607 73 6402734004 2765 000000000027
13 874 1072 64 032 e057b3 a8 000000 000027
14 a3 14 54262 d3 0075 e4 0000000000 27
15 432 513 64 35539585235 000000000027
<
|Retrieving Frame 106 of 159 (56%) ICAPTURE OFF

1877 b4 9,
308 ca
cel 145
003 Saf4
438 B4
el IdEe
ce f56a
215 1215
015 c3
02 0= 81
86b d3
393 915
fS8 f2de
30 B3fd
3 0a 24 &

port1 is set ADD TAG

I Captuse - Swact Wandow Pout 22

Pl B2 Coptuwe Yiew Formet fied
E8& )R Xi~DOMF o« » O
-
1 132 64 01bddde0 79 000000000027 9100 0001 0
B 702 £ 549873 20 853080 000000027 o0 o f7
3 493 % HONBRYE VWKW o ook
1 105 12 64 5350 43095053 000000000027 100 0001 ke
23 1038 1275 64 Med 75853 0O0000M027 100 mom |3
6 7”8 w7 B4 eabd 288267 ca 0O0ON0D0027 f100 0O |3
7 71 57 B4 707840 10 WUWWW 0 0o j8
[} $r13 w 64 cc5) X 34 d10s 000000000027 0100 0001 §9
7 M 10m 4754595 44643 0ONDO0OMO27 10 mom |3
10 DR 9 64 37 wetiochiad UM 100 WO fa
n 623 = 64 646050 7¢ 2957 000000000027 B1 00 001 3
12 539 654 £4 515 31alceSa 000000000027 8100 0001 §3
13 %8 &9 St adiNl WWWWW2 1w o ks
14 800 1079 64 7c 124002502 000000000027 9100 0001 Fs
15 78 L 64 6 44165808 &4 000000000027 v
< >
CAFTURE OFF

port2 is set Don’t Care

& Capture - SmartWindow Port 23

port3 is set Remove TAG

B Capture - SmartWindow Port 24

Ede Edit Copwe Yiew Formi Help Ede Edit Coptwe View Formet Help
HES s 2R X-OOE K e« » O HEE 3R Xg-ROME o« » O
Del Status PreamMAC dest  |MAC src A D uSec)|Status|Length PreamMAC dest  |MAC src ~
1 [ 120 64 967ec10s6ch 000000000027 351 037 h 0 430 84 668322271893 000000000027 6491 5904
2 194 22 64 74cBalaBed Ba 000000000027 hiaS6 6412 X a8 249 6437 94575c87c2 000000000027 f923 37 42§
3 509 617 64 df e88dbb60a3 000000000027 856e o5eb | a0 4 64 clc247 132650 000000000027 e840 218K
4 432 520 6488755498488 000000000027 0163 &7 cb S | 129 1413 64 51602358000 000000000027 J01d6 ab 23§
5 128 140 B4bc7951333511 000000000027 823 Bc 21 [ 5 | 1285 1500 4 8ced4a77icd 000000000027 fa340 th2c (b
6 a3 1146 64 d7b1 dd 7bae bl 000000000027 {7167 ce 3o 47 | u6 1163 64 241c1b1a06e1 000000000027 JSe 00 13854
7 663 803 64 dbSed732eafc 000000000027 fe8dd 7abd | 7 | 733 8% 64 7ech851222% 000000000027 [75c1 4§
8 2739 23 640080320516 000000000027 234 b4 77 8 | %5 31 6414116731 4b57 000000000027 [s713 4f €5
31.0 %7 64 48d7dabScbce 000000000027 |47 d0 eb 42 [ 9 | 755 24 64 341033061767 000000000027 [6516 2d1c f
10 757 27 B4a87ic3lalefs 000000000027 432 5% [ 10 %7 nz 64 cdee 1265chE5 000000000027 Jod 76 82334
11 852 145 64b186227ebd 49 000000000027 faees 43 1 75831 32 B4 5adddTdbbl 000000000027 1080 2845
12 188 1331 4 0ab7dBcScdfc 000000000027 J5a3 2baa | 12 | 24 247 €4 4b41403b691d 000000000027 fhe S B351§t
1; 733 &7 64 61117d4283d4 000000000027 J6fc? dc1643 1 1445 1089 64 bd1a6587355¢ 000000000027 150 4d8a )
14 4“2 533 64 dBc3fbfcc2de 000000000027 J65H 6784 [ 14 | 1508 1467 64 caf218fe771F 000000000027 fbade 333046
15 1195 1432 £4 531d62a1 7293 000000000027 v 15 €92 1020 641379b6¢10d63 000000000027 |3803 04 e6 <o
< > < >
[Save the sctive fike CAFTURE OFF Copy the selected object(s) CAPTURE OFF
. y .
Port4 is set Don’t Care Port5 is set ADD TAG
apture - SmartWindow Port 25 =113 T martWindow Port 26
Fde Edit Csptare View Formel Help Eile Ed¢t Coptae Yiew Formai Help
HE& s p XF-RDiE & ¢ v » O HE8& 2R Xe-BIB F o » O
Delta(uSe: s|LengthPream MAC dest  |MAC src » Delta(uSec) Status| MAC dest __ |MAC src ~
1 1233 64c307803a10%e 000000000027 PBect 3% 1 0 844 64 b7 360 240659 00000000 0027 |1 00 0001
2 1288 142 6478975399043 000000000027 8223 5% 2 247 288 6445436241062b 000000000027 6100 0001 4
3 615 748 64 cf33eetbd 000000000027 ffeb 41b¢ 3 953 1180 64862b133455d6 000000000027 |8100 0001 §e
1 1043 1284 64.342963750744 000000000027 fed d6 3961 |7 4 0 232 B4d53a0abl21¢5 000000000027 JB100 00O i
5 907 1114 64 777dSe e6Bcbd 000000000027 1316 8474 fc 5 211 244 64/6942117d#83 000000000027 8100 0001t
[ 589 nr 64 8658 004d €56 000000000027 I8107 bd7a 3 81 8 £4.59d0 2¢ 3954 69 00 000000 00 27 8100 0001
7 1255 14% B4 0aflccdSec® 000000000027 k076 9 0c 7 177 1451 64 401660 65 5311 000000000027 |6100 0001 §¢
8 182 207 64112969dcce b5 000000000027 b2a2 0498 847 1040 £4145684062bdf 000000000027 |8100 0001 fC
| 8 | 746 a3 64/d3c4 ¥b73d6c 000000000027 676 ot el 1058 1303 64 c6620dal3be2 000000000027 [8100 0001
| 10 | 79 453 B405bELe(47913 000000000027 KSSh 363 7058 878 B4 6b114c6le37c 000000000027 8100 0001 &
| 11 | 104 1361 64 6120940 51b_ 000000000027 Rd51 i e8¢ 11 654 798 64 bef351/96589 000000000027 6100 0001 &
.%. 05 61| 64d94%b84b7d (000000000027 [N |bGe 634 773 640b0secad1561 000000000027 8100 0001
— 313 M. Stdadibfedal 00000000077 fede F12 475 573 64.6be7d?174753 000000000027 |6100 0001
|14 847 1039 641131243116543 1000000000027 fot 4s |20 % 396 476 6489e3da52616 000000000027 |8100 0001
(15 | 81.7 1001 6453215395160 1000000000027 B4 30 (65 22 658 24 27 E482c30saibat5 000000000027 [8100 0001 f
< >
>
[Paste dats 1o the selected objectis) CAPTURE OFF CAPTURE OFF

Port7 is set Remove TAG

ariWindow Por

)

i Capture
File Eddt Cophwe View Formst Help
HiE8E 'R X-REE o s v O

== uSec)|Status|Len MAC dest _ |MAC src
1 [t} 729 B4 d6491b07 8321 000000000027
2 22 344 64 257223209394 000000 00 00 27
3 239 279 B4 5¢541794 9453 000000000027
4 788 848 B4 1ed4a1314ef 71 0000000000 27
5 28 %4 64 ce dB1657 54 c4 00000000 00 27
6 108 116 64 830883 d)eab) 000000000027
7 1377 1275, 64 2f 4956 9c 39 5¢ 0000 00 00 00 27
8 725 837 64 3622p5b0d1 ¥ 000000000027
9 744 910 64 21668 4c7c 72 0000 00 00 00 27
10 625 7%1 B4 dad2dble26d3 000000000027
n %0 418 64 08baS007e3f6 000000000027
12 5313 646 64 104341 % 22b1 00000000 00 27
13 636 775 64 c52008791312 000000000027
14 840 1031 64 36d1 edc8cdd5 00000000 00 27
15 787 53 64822322949 c) 000000000027
<
Copy the selected objectis) CAPTURE OFF

3af d 35
edd d5d9
372 540
32c 509t
e Oe 6101
e 66 84 b5
30te 0cOb
Ble 9513
070 28 8e
aca bb33
014 bebl
3012 1d e
8 3e 8503
la7e d954
icfe |7d 3d

Do W

1}
3w
>

B PVID Index Setting

This setting must match VLAN Member setting
Set the PVID index of port 1~port 8 and the value is 1~15.
The set results will show as following.
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2 SmarGwitch Web-Base Controller - Micosoft Internet Explorer . =10/ x|
BRO WHE RAO HOREQ TAD HEO [ & |
G- -2 - Q[ 4 Que LponE e 3 D9 -
D) [€) hp1192168.2.17 x| oBE EE»
1 2 3 4 5 6 7 8
. 3 I ) Y 3 3 O 3 [ 3 R -3 [ 3
8-Port 10/100Mbps Fast Ethernet Switch
- ——————————————————— &
* Admin
st PVID | pyID Index value is (1~15)
“ Port Management Index
A VLAN Settng pifl 2l p3l pall
@ Multito 1 Setting Port/PVID | psfl  pe[l  p7[l  pgll
9 TagBased VLAN Submit | LoadDefault
s PortBased VLAN l | |
¥ QoS Setting
VLAN No VLAN Member
* Port Security
“ Configuration Backup/Recovery e Mpl Mp2 FP3 P4
> Lo PES Fi6 PP R
[ St
4 | Ll_'
&= B B [ e muEe —
Example 1:

Set 9 as the PVID index value of port 5.

Port 5 transmits packets without VLAN Tag.

(Length Random / Background Random / DA=Broadcast, SA=05)

The result is that ports in VLAN Member 9 will receive the packets from port 5.

&5 SmartCounters - [Port Counters for 8 ports - (untifled)*] &8 -0 x|
A& File Edit Tree Actions Selection View Format Window Help -18] x|
2EEHAE LR a4 N =218 BBMO
orts Events Events Events Events Events Events Events Events ﬂ
05SX-7410 | 06SX-7410 07 SX-7410 08SX-7410 10SX-7410 11SX.7410 12SX-7410 135X-7410
Tx Frames 0 0 0 0 1,000,000 0 0 0
Rx Frames 1,000,000 1,000,000 0 0 0 1,000,000 0 0
Rx Bytes 791,001,747 791,001,747 0 0 0 791,001,747 0 0
Rx Triggers 0 0 0 0 0 0 0 0
Collisions 1] 0 1] 0 0 0 0
CRC Erors 0 0 0 0 0 0 0 0
Alignment Errors 0 0 0 0 0 0 0 0
OverSize 0 1] 0 1] 0 0 0 0
Frag/UnderSize 0 0 0 0 0 0 0 0
v
< [» ]l <] | »
Counters for 8 ports [Events Only Detail View | Updating B4 4
Example 2:

Set 9 as the PVID index value of port 1.

Port 1 transmits packets with VLAN Tag.

(Length Random / Background Random / DA=Broadcast, SA=01 / Type
data=8100 0009)

The result is that ports in VLAN Member 9 will receive the packets from port 1.
Capture the transmitted packets and know their type data is 8100 0009.
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nartWindow - (untitled) & I Ulﬂ . - |U|1|

File Edit Actions Options Tests Admin View Help

Teem ool o|o|e|c|e|e oo e e a%hl@'.-»lﬁ

e, ol ol o|o|o|o|e|e o|o|ollo B ata
elieen G| Par 000000000005 [8100 0003 |6 a2b0bbd1a7
Cobre] ©| | C|Q|C|@| OO AR (el fe 8 541 f fF ff 000000000005 |8100 0009 fc3de1ae2479
Mode | Half| Half| Half Half Full Full Full Full  Full Full Full Full 541 f fF ff ff 000000000005 [8100 0003 P3450875d8 98
SrEvat 0 ([ /0 |00 0 A0 S | it e e AT, 000000000005 |8100 0003 b 68 7abb 19 4b e
CardType) 74107410 7410 7410 7410 7410 7410 741 7410 7410 7410 74 B4 1 f fF ff f 000000000005 |8100 0003 b8 7059 9a 21 39 ¢
amatses o 20N 04 \35 061,07 \08 | MO\ [\I2 |13 LU TTIIT 000000000005 |8100 0003 8 42 45 0 af 20 58
Start, Seart Seart Suad Start| _ (B4 (IFHEHE I B 000000000005 [8100 0003 5 ec ze e2 61 b1 ¢
- |50 5n5n A,—'!ﬂ_q_j "4:]4 0B £ 1 fF 000000000005 [8100 0009 b1 56 8e 28 1e 2d
ICUIWDUS Online |IF‘-192183w&045Put-1635 % A FFFEFE B BE B nnnnANNNNY 0S5 |81 00 0003 b1 7bal 86 0F 76 1
W, SmartCounters - [Port Counters for 8 ports - (untitled)¥] =101 X505 |21 00 0009 ps 4d 93 76 00 40 ¢
& File Edit Tree Actions Selecton Yiew Format Window Help =18 XIpo0s |8100 0009355 0b3eddcdc
= % D05 |8100 0003 fc1d 25006258«
EERIFE s R a8, a =20HB2EMO 05 |3100 00031345396 16 7b ¢
Events Events Events Events Events Events Events Events 05 |81 00 0009 ba 44 9 b7 14635
055%-7410 | 06SX-7410 07 SX-7410 085X-7410 10SX-7410 115X-7410  125X-7410 |135X-7410 05 |31 00 0009 k293712 48 61 22
05 |8100 0003 bf ed Of 33 53 68 ef
Tx Frames 1,107,444 0 1} 0 0 0 0 0 05 8100 0009 ke 7c 62790 4b 1
Rx Frames 0 1.107.447 0 0 1085112 1,107,464 1] 1} 05 [8100 0009 HE38fd77 1b35d
Rx Bytes 0 876,015,974 1] 0 866,287,350 876,030,239 0 0 05 [8100 0009 B7 97 435901 eb €
Rx Triggers 0 0 0 0 0 0 0 0 05 |8100 0003 pf d8 d4 da be 0d 4!
Collsions 0 0 0 0 0 0 0 0 05 |3100 0003 H8 b4 dc 8c Ob 4d ¢
CRC Errors 0 0 0 0 0 0 0 0 05 |8100 0009)5050352da3bé
Alignment Errors 0 0 0 0 0 0 0 0 05 [8100 0009pf856d0cebec?
DverSize 0 0 0 0 0 0 0 0 053100 0003Fbe3dblbebel”
Frag/UnderSize 0 0 0 0 0 0 0 0 05 |8100 0009 bd 43 2f50 9b 5¢c 3
05 |3100 0009 flee8b3 368054 ¢
05 |3100 0009 12 8c 4a 37 5f cf ¢
d 015 |21.00_ 0003 Pr ha a2 46 88 90 -
Counters for 8 ports [Events Only [Detail View  [Updating B4 7 [ | ) 7.

C VLAN Member

IP178C supports 15 sets of VLAN Group. Member ports in the same VLAN
Group can transmit and receive packets from each other but non-member
ports can not.

Following chart shows VLAN Member setting.

GE® WHEO waO MOARQ TAOD NYW
iR -~ - QA A Ome ummax Iwe 3 NI -
WD @) rpmaz 10821 ~| oux wa>
[__________ =
* Admirests atoe
v VLAN Mem
e | VLANNo | LAN Member \
“/ VLAN Setting I’G Pl P2 Pl PH
o M 1 Seting | | B & By B |
®  Tap Bases VAN Updae LoadDetany
o PortBased VAN L 1) ]
> QoS Setting r .
= [ VLAN Member
* Port Security VLAN NO ‘- _ = , < . . _
> Configu ation BackuRecowry | L O LT Lo L LI LA L
* Logout 1 v v v
2 v v v
3 v v v
4 v v v
5 v v v
6 ‘ v [ v . v
7 v v v v
8 v v | v v
’ 9 [ v \'4 v v
10 v v v v
1 v v v v
12 v v v v
13 v v v v
14 v v v v
15 v v v v v v v v
]
o J e
L T
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Example:

SMB setting: Length Random / Background Custom / DA=Broadcast, SA=01
Set port 1, port 2, and port 3 in the same VLAN. When port 1 transmits packets,
only port 2

and port 3 will receive the packets.

op - SmartWindow Port 01 x|

6
x

Ophio estt Admm Yiew Help Mode —Lancth botas) - Back 4 ket Gap
T 0| 00| (0| 0| 0|0 ooooooooooioa‘ mlmwmcncl o SRR = |
aEslolololo|e|e|e|e| |o|e|o|o|c|e|e|e|o|ele|B Count, [1000000 "\F"‘"|’”
= | [ . @ Random Edit.. I Units: |uSec 'l
Ressie) 5 1l |0 ol 0| oo| |cle|ololc|c|alc|c|alal’ Ll
e " {8 VFD1 Selup (MAC dest) - VFD2 Setup (MAC source) |~ VFD3 Setup (Protocol)
e ] |||
Link - ANC|ANG ANC ANG| AN ANC AN AN | P State: [Sraic - State: | Static = State: 0ff v
Cardlige 7410 7410 7410 P410 7410 7410 7410 7410 7410 7410 2410 mrv 7410 7410 7410 7410 7410 7410 Start Start . .
\01[\02|,03|,04 |05 |,06 | 07,08 |,10/|,11 |12 13|14 ﬂsjﬂs \J7(\18 |19 ,20] #1 Vakie: [fA AR Value: [000000000001 Value Edit
B St Sare St S Start St S | \ | |3,y Offset (ts) Offset (i)
ﬁe}TnEME n_fmmvmm— 000000001,0000 [OnLine [IP=192168.008.042 Port=16385 7 p = [
| = ™ Adiacent to VFD1
@ E:ie Edn Im .g»m- :_'»mm Yiew Foomat Wmdow Help — - —
‘ ; [ Rwor -Q,-.m
ﬂb‘ﬂé‘é%%&li\sn »-BEEIEEEDO ™ cRC I~ Diibble _]
Events Events Events Everts Events Event: | [ Alignment I~ Symbol 4 of Packes [100
015X7410) 02SX-7410  03SX-7410 04 SX-7410 05SX-7410 06 SX-7¢
Output Packet
1,000,000 0 0 0 0 i 1 ff 00 00 00 00 00 01 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0
0 1000000 1000000 0 0 -
0 791024860 791,024,660 0 0 MIl Registers | I~ VLAN Tx Default | 0K | Concel |
0 0 0 0 0
0 0 0 0 0
CRC Errors 0 0 1] 0 1]
Abgnment Erors 0 0 0 0 0
OverSize 0 0 0 0 0
Frag/UnderSize 0 0 0 0 0
4
Counters for 8 ports [Events Only [Detedl View  Updating

3.3Port based VLAN
Port Based on LAN function can’t be enabled unless turning off Multi to 1

setting and Tag Based VLAN function, meaning load default setting.
Settlng VLAN Member for port 1~port 8.

m WD BAY ADARS TRD RAD =2
Hi-H .= - QA D duwe unmex e I DD 7. dil
W @) My 9216821/ ] cuE e~
© Port Management
 VLAN Setiing .
o a0 1 Seling Port NO VLAN Member
¢ TapBaned AN ' [ Port 1 ¥ Port 2% Port 3F Port 4
9. Port Based VUN i Port 5% Port 6% Port 7F Port 8%
QoS Setting
* Port Security owe | LonDcth |
» Dackup Recovery
N o VLAN Member :
1 2 3 4 5 6 7 8
1 v v v ‘ ' ' |
2 v v v
3 v v | v
4 v | v v
@ 5 ' ' ' ' [y v v
| - | ) ! ! ! i = =
7 il v v v
8 v v v
R [T [ v p!
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Example: Set port 1, port 2, and port 3 in the same VLAN. When port 1

transmits broadcast packets, only port 2 and port 3 will receive the packets.

|ollalolle

(o |Eel Kol ke’

Q|Qlo|e
'Half Half Half| Half
w06 e w60 W

?41q 7410 mu}mq 7410 7410|7410 74 ?41q 7410 7410 7410 7410 7410/
241.25(,261,27 |28 23330 |36],37(,38],39
Bur. ‘Md‘!«in‘hn‘n’hnt{m 1 [ | ﬁ

B b |
Online IP=192168 008042 Port=16385

f]|# vcome mzw

CA Fle Edit Tme Actions Selecton Yiew Formst Window Help
=zEFAE tR a4 ) =218 3206

Events Events Events Events Events Events Events Events A
2 SX-7410 | 28X-7410  23SX-7410 24 SX-7410 | 25SX-7410 | 26 SX-7410 | 27SX-7410 28 SX-710

i} | | Tx Frames 13,058 0 0 0 0 0 0 0
Rx Frames 1,371 13,058 13,058 0 0 0 0 0
M| [Rx Bytes 87,744 10,262,807 10,262,807 0 0 0 0 0
Rx Triggers 0 0 0 0 0 0 0 0
Collisions 0 0 0 0 0 0 0 0
CRC Errors 0 0 0 0 0 0 0 0
Alignroent Exor 0 0 0 0 0 0 0 0
OverSize 0 0 0 0 0 0 0 0
Frag/UndexSize 0 0 0 0 0 0 0 0 B
< >|([€ >
Counters for 8 ports Events Only Detail Yiew  Updating D3

4 QoS Setting
4.1Class of Service Configuration

High priority is a special channel, which can make important packets pass
through quickly.

Each port must set high priority by selecting its port base or VLAN Tag/IP/DS.
Example: Select Port Base for port 1 and this means that port 1 is set high

priority.

S roller - Moot Internet Exploser =] F3)
BEQ WEE SO0 POREW TAD NG | @ |
R = - Q@A A Que wameE Fuw I DH-9= H
D) [§) hp 9216321/ =] prE | >

1 2 3 4 5 6 7 8
. B @ D@D @E M@
8-Port 10/100Mbps Fast Ethernet Switch
¥ Ao Class of Service Configuration
 Port Management
 VLAN Setting
QoS Setting
Mode\Port 1 2 3 4 5 6 7 (8
@ Class of Service + + !
Configurstion PortBase v r r r r r ui |
@ High Priority Queue T T 1
Configuration VLAN Tag/IP/DS r r r r r r r|r
@ Customization 1 E =
Diffsery Update
“ Port Security
 Configuration BackupRecovery | Note:
v M meane Enable High Priority
When both PortBase mode and VLAN Tag/[F/DS mode are chosen, packets of VLAN Tag/IP/DS mode have
high priority .
— |
R [ o wemwn
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4.2 High Priority Queue Configuration

The setting in High Priority Queue Configuration must cooperate with Class of
Service Configuration through selecting VLAN Tag/IP/DS.
Weight-Round-Robin Mode sets packets High priority and Low priority, the
proportion is 4(8):1.

2} SmartSwitch Web-Bass Controller - Microsoft Internst Explorer =
[BXe WHE BRO #HAEL TAD NE® o =
CEE - - QP 4 Qs wnonE Ime 3 DI -

B [€) hep 19216621/ > oBE mE>

S
8-Port 10/100Mbps Fast Ethernet Switch D EEEEEE®

it High Priority Queue Configuration
* Port Management

 VLAN Setting
“+ QoS Setting
@ Class of Service

Configuration Mod @ Weight-Round-Robin Low weight 1/4
@ High Priority Queue 0ce

© Weight-Round-Robin Low weight 1/8
Configuration

@ Customization Update

Diffsery

* Port Security

* Configuration BackupRecovery
~ Logout

Weight-Round-Robin Low weight

R [] © W

Example:

Set port 5 and port 6 transmit packets to port 7.
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B% SmartWindow - (untitled) T =101 x|

File Edit Actions Optons Tests Admm Vwew Help

Teomb o | © o ol ollolo a il
=y o | o o o|lololo B
Pecee) 0| © al |olo|ele g
wn W ¥ Ruaw i
CardType 7410 7410 4 7410 7410 7410 7410
W31 \02 CNEINUNGRE #1
@" &“ES“ Start Sl m;@l.']
[Continuous [OnLine [IP=192.168.008.045 Port=16385 7
g ers - [Por 363 " .-J.I:Ill‘.l
CA File Edit Tree Actions Selecon View Format Window Help =181 %]

EFrEHAES @ a8, =20HBE06

Rates Rates Rates Rates M—evycgm Rates 4|
055X-7410 06 SX-7410 07 SX-7410 08SX-7410 10SX-7410 11 SX-74__]
Tx Frames 12,334 3,088 0 0 0
Rx Frames 433 383 15,405 0 0
R Bytes 27717 24513 12192917 0 0
Rx Trggers 0 0 0 0 0
Collisions 0 0 0 0 0
CRC Ermrors 0 0 0 0 0
Alignment Erors 0 0 0 0 0
OverSize 0 0 0 0 0
Frag/UnderSize 0 0 0 0 0
4 1 =
< | | » | 4 | | » I
]Tﬂo all windows horizontally [Rates Only Detsdl View  |[Updating
SMB setting:
Transmit Setup - SmartWindow Port 05 k- _X_l
~ Mode Length [bytes] Background | - Interpacket Gap
[without 4 byte CRC)
B [__ \ I Custom v l Rate: |0. 96 v I
(" Figed —
|
* Random = Edit... I Units: IuSec 'I
—~VFD] Setup [MAC dest) —— VFD2 Setup (MAC source) ——  VFD3 Setup
State: |5ta.ic _]. State: ISlalic v] State: 0ff v
Start Start : ‘
Offset (bits) Offset (bits) (ffset (bits]
I'O— j |48 _'J IU _'J
[~ Adjacent to VFD1 I Adacent to VEDZ
~Emor Generation [ Collision # of Packets Length{bytes]
M CAC I Diible [~ Enable = | | @ fa =
I Alignment I~ Symbol # of Packets: %] = =
~ Output Packet
I(DOOUO 00O0070000000000050000000000000000000000000000000000000000
Mil Registers | [~ VLAN Tx Defaut [[ 0K |  Concel |

Capture port 7 packet data and check MAC src column. Find that the
proportion of port 5 (High Priority) and port 6 (Low Priority) is 4:1.
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% Capture - SmartWindow Port 07
File Edit Capture View Format Help

=101 x]

EHE8& { bR X-cDEE & o n » O
Delta{uSec)|Status|Length Pream|MAC dest  |MAC src |type [data A
4 66.4 810 64 000000000007 00OODODOODODDOE Scbf b82ced4d42725dcf63d83be? [__l
5 815 1000 64 000000000007 0OOOOOOOOOOS JO000 0000000000 000000000000
b 1.7 126 64 000000 OOJOO0O7 0OOOOODOOOOOS J000Q 0OODQOOOOODO000O00000000
7 58.8 715 64 000000000007 0OOOODDOODDOS 034’34000000000000000000
8 70.3 858 64 00000000J0007 00000000 OO0O0S |0 0 000 00 00 00 00 00 00 00 00
9 65.6 801 64 000000 00JOO07 0ODOODODOODOE |6fbe 11ebcl 4b83eB2380c83566
10 59.7 726 64 000000000007 0OOOOOOOOOOS 0ODOO OOOOOOOOO0O00O00O000O0000O00
11 496 600 64 000000000007 0OOOOODOOOOOS 0OOOD 0000000000 000000000000
12 256 300 64 000000000007 0OOOODODOODOOS OOOO 0OOO0O000O0O0D000000000000
13 100.2 1232 64 00000D0D00O07 0OOOODDOOOOOS OOOD 0OOOODDOODODO0O00O00D00O000D
14 298 353 64 000000000007 0ODOODOOODDOE 969f 755d7184 30 7dbf 03 ac 0591 ¢
15 11.4 123 64 000000000007 0OOOODOOOOOS OOOD OOOOODOOODO000O00000O0000
16 87.9 1079 64 000000000007 0OODOOOOOO0OS QOO0 OOOOOO0O0O00O00O00O0 00000000
17 £69.2 845 64 000000000007 0OOOOODOOOOOS OOOD COOOODOOOODODOOOO00000000
18 445 536 64 000000000007 0OOOODOOOOOS OOOO 0000000000 000000000000
19 281 331 64 000000000007 0OOOODOOOD0E 22cd e821 M cB07ececal 71 el Ba: =
1270 149 CA NN NN NN AN AN AT 0N 0N AN AN AN NE NN NN nnnnnnnnnnnnnnnnnnnner

-

|CAPTURE OFF |

4

Capture port 7 packets and check MAC src column. Find that the proportion of
port 5 (High Priority) and port 6 (Low Priority) is 8:1.

% Capture - SmartWindow Port 07 =10/ x|
File Edit Captue View Format Help
HE88 { 2R Xe-DEE & e n » O
Delta{uSec)|Status|Length Pream|MAC dest  [MAC src [type|data ]
11 108.1 1344 64 000000000007 0OOOOOOOOOOS 0000 OOOOOOOOOQOOOODODOODOOOOC
12 10.0 105 64 000000000007 OOODOOOOOODS DOOO 000000000000 00000000 UU[J
13 68.2 833 64 000000000007 OOODOOOODDDE c99a 66 a0 94 b2 b2 bf d8 58 dd 34 3d 2
14 374 447 64 00000000007 OOODOOOOODOOS|0000 0000ODOOOODODOOOO0D0D00C
15 74.4 910 64 000000040007 0000DOOOODOOS|0000 OOOOODOOOOOOOOOOOO00000C
16 62.8 765 64 0000000G0007 OOOOOOOOODDS|00 00 0QWN00000000000000000C
17 116.9 1442 64 0000000Q 0007 OODODOOODOODDS |00 UﬁUiUUUDUUUUUUUOUUUOO[
18 54.4 660 64 00000000007 DOODOOOOODODS|00D0 UT] 000DO0ODDOODDOODDOODOC
19 104.6 12687 64 000000040007 0000OOODODOOS|0000 CODOOOOOOOOOOOODODDODOOC
20 78.8 966 64 0000000QO0O07 OOOOOOOODOOSJ0000 O0OOOOOOODODOOOO0D0OD00C
21 58.1 706 64 00000000007 0OODOOOOOOOOS|0OO00 OOOOOOOODDOOODOOOODOOOOOC
22 335 398 64 0000000QO007 OOODOOODODO0E|90ee 3fdebb943e 67 37b07e7c027
23 50.7 614 64 000000000007 0OOOOOOOODDODS 0000 00OOOODOONDODOOOO0O0O00C
24 62.2 758 64 000000000007 OOOOOOOOODODS OOO0 OOOOODOOOODOOOOODOOODDOOC
25 57.1 694 64 000000000007 OOOOOOOODDOOS OOOO OOOOOOOOOOOOOOOOOOOOOOC
26 57.7 70 64 000000000007 OOOOOOOOODODS ODO0 00OOOOOOODOOOOO0O0D0D00C
27 111.4 1373 64 000000000007 0OOOOOOOOOODS 0000 OOOOOODODOOOOOOOOODOODOC
28 113.4 1397 64 000000000007 DOOODOOOODOOS OOOO OOODOOOOOOOOOOOOODOOOOC,
I [CAPTURE OFF I 4

4.3 Customization DiffServ

Set DiffServ value of IPv4/IPv6 DiffServ frame format in High Priority.

The setting in Customization DiffServe must cooperate with Class of Service

Configuration through selecting VLAN Tag/IP/DS.

Example: Select the VLAN Tag/IP/DS for port 1 and therefore port 1 is set High

Priority.
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/ C nternet Explorer
= ® ¥Ry #HEEW IAD NE®
EE-H .= - QD 4 Qs wsnsE BNe 3| DS -
WD) [&) hp 192168 2.11
8-Port 10/100Mbps Fast Ethernet Switch
£ s Class of Service Configuration
“ Port Management
 VLAN Setting
QoS Setting
Mode\Port 1 2 3 4 5 6 7 8
@ Class of Service
Configuration PortBase r r (] r r r r r
2 High Priority Queue
Configuration VLAN Tag/IP/DS v r ) r 3 D r =]
8 Customization
Diffsery Update I
* Port Security
* Configuration BackupRecovery | Note:
* Logout
W means Enable High Priority
When both PortBase mode and VLAN Tag/IP/DS$ mode are chosen, packets of VLAN Tag/IP/DS mode have
high priority .
[&=E= T ewmEms

* IPv4/IPv6 DiffServ frame format

IPv4/1PvE DiffServ

IP178C LF checks the DiffServ field of a IPv4 frame or Traffic class field [7:2] (TC[7:2]) of a IPv6 frame
and uses them to decide the frame’s priority if MIl register 31.30.[13] DIFFSERV_EN is enabled.
IP178C LF uses DiffServ or TC[7:2] as index to select one of 64 bits defined in the MIl register 31.22-25
DSCP[63:0]. If the bitis “1”, the received frame is handled as a high priority frame.

IPv4 frame format

6 byte 6 byte 4 byte 2 byte 2 byte
Preamble | SFD DA sa | 802.1Q1ag | rypE=0s00 DATA Fcs
(optional)
—
—
VER=0100 Header DiffServ RES
Size
a bit 4 bit € bit 2 bit
IPV6E frame format
6 byte 6 byte 4 byte 2 byte 2 byte
802.1Q tag
Preamble | SFD DA SA (optional) TYPE=86DD DATA FCS
_/_——'—'f \\
_—A'/—‘"-—f \\
VER=0110 Traffic Class[7:2) RES -
4 bit € bit 2 bit 4 bit

Select index=3 as IPv4/IPv6 DiffServ value, and 3 (hexadecimal) equals
000011 (6 bit).
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8-Port 10/100Mbps Fast Ethernet Switch

Start
Value: [00 goooooooi12

Dffset [bits)
=
| 0
=

Error Generation

I~ CRC I” Dribble
I~ Alignment | Symbol

Output Packet

Start
Value: |UU 0000000010

Offset [bits)
ra j
™ Adjacent to VFD1

LCollision
|~ Enable

=

Ll

sy Customization Diffserv
Port Management
VLAN Setting
QoS Setting _— .
® Class of Senice { Index ‘ |90 [ ‘ \
Configuration
= g?&gﬂmﬁ e V: Enable, —: Disable
> Bisiomizaton o — [ 16 2 2 | - [ a0 8 | v v |
Port Secury 1 I 17 25 B &M= Els
« i R 2 10 v 18 v 26 Y M P 42 50 58
Loyoes 3 11 19 27 35 - 43 &l 59
- (Bl - S 28 3% (B |Ta [ s ool
5 13 21 29 37 | 45 53 61
6| — | 14| —| 2 30 38 — | 46 v 54 — | 62 —
7 15 ‘ - | 23 31 3008 47 S5 63
1. 1f the value/number of the DiffSeve field of an IPV4 frame or traffic class field of an IPV6 frame is equal to
one of the above enabled indexes, this IP fame will be processed by the Co$ function of this system.
2.Default enabled Index = 10, 18, 26, 34, 46, 48 & 56.
& (3 @ W ®100% -
SMB setting:
Transmit Setup - SmartWindow Port 10 @
Mode Length [bytes] Background Interpacket Gap
. = (without 4 byte CRC) -
IContmuous —] _I Custom v Rate: |0.96 v
" Fized | _I
& Fiandord Ei unis: [usec ]
YFD1 Setup [MAC dest) VFD2 Setup [MAC source] WFD3 Setup [Protocol)
State: IStalic LI State: IStallc _:_] State: Off -

_ Edt |
|
Sl
_

ikl i
e

MIl Registers |

[~ VLAN Tx

[000000000012000000000010UDDUDUUUUDDUUUUDUOOUOUUOUOOUUUUDUUDUUDUDI

Default I

0K Cancel

l. IPv4 DiffServ

Reference IPv4/IPv6 DiffServ frame format, and then the value is 0100
0000 0000 1100 (2Byte). Therefore, 0800 400C (4 Byte) is the content of IPv4.

EEPROM DiffServ value(DSCP) TYPE VER(0100)+Header size | DiffServ+tRES
Decimal Binary Hexadecimal Hexadecimal Hexadecimal
3 000011 08 00 40 0C
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(T Frame Editor - SmartWindow Port 10

File Edit View Option Protocol Help

@ g g ) \;" g e

0O00B: OO0 OO0 00 060 60 12 60 00 060 00 OO0 10|68 60 40 6C -~
0016: ©O0 60 06 60 60 060 60 60 OO OO 60 60 60 60 60 606

0632: ©60 60 66 60 60 60 660 660 A6 VO B0 60 60 66 66 686

0048: OO0 00 06 060 60 00 60 OO OO0 OO0 60 60 60 60 60 60

0064: ©O0 60 06 60 60 00 60 60 A0 OO B0 60 60 00 60 606

PO8B: ©O6 B0 B0 60 60 60 66 66 BO OO B0 60 60 60 66 ©686 v
Imee Editor Custom Byte: 79

Il. IPv6 DiffServ
Reference IPv4/IPv6 DiffServ frame format, and then the value is 0110
0000 1100 0000 (2Byte). Therefore, 86DD 60CO (4 Byte) is the content of IPv6.

EEPROM DiffServ value TYPE VER(0110)+TC[7:4] | TC[3:2]+RES+0000
Decimal Binary Hexadecimal Hexadecimal
3 000011 86 DD 60 | CO0
IFrame Editor Custom Byte: 16

Left frame (in red) shows that WRR is 4:1.

Right frame (in blue) shows the content of IPv4.

#% Capture - SmartWindow Port 12 g@@

File Edit Capture View Format Help
HE8E § bR XD OE 5 o » (3]
Delta(uSec)|Status|Length Pream|MAC dest  |[MAC src [type|data A
1 0.0 301 64 000000000012 0OODOOOODOOO10 0800 400c07f2000000004072551bC
2 E7.6 826 64 000000000012 0OOOOOOODOTT 0800 400007f2000000004072579bC
3 46.8 565 64 000000000012 000DOOODODT0 0800 400c07f2000000004072551bC
4 1151 1418 64 000000000012 0OOOOOOOO0DT0 0800 400c07f2000000004072551bC
5 64.3 764 64 000000000012 0OOOOOOOO010 0800 400c07f2000000004072551bC
(] 15.7 177 64 000000000012 0OOOOOOOO0O10 0800 400c07f2000000004072551bC
7 57.1 693 64 000000000012 000DODOO0O0O011 0800 400007f20000000040725759bC
8 443 534 64 0000000000 12§000000000010Q0OS00 400cO7§2000000004072551bC
9 47.7 576 64 0000000000 1240000000000 1040800 400c07§2000000004072551bC
10 12.8 140 64 000000000012§000000000010 40800 400c07§2000000004072551bC
11 108.9 1342 64 000000000012§000000000010 40800 400c07§2000000004072551bC
12 117.7 1451 64 0000000D0012§000000000011 §OS00 400007§2000000004072579bC
13 B6.4 810 64 000000000012 DOODOODDOOODO10 0S00 400c07f2000000004072551bC
14 575 639 64 000000000012 0OODOOOODODT0 0800 400c07f2000000004072551bC
15 709 867 64 000000000012 0OODOOQOODOD0OT0 0800 400c07f2000000004072551bC
16 7.9 878 64 000000000012 000DOOOOOO0OT0 0800 400c07f2000000004072551bC
17 69.4 848 64 000000000012 000000000011 0800 400007f2000000004072579bC
18 65.8 802 64 000000000012 0OODOOOOOOOT0 0800 400c07f2000000004072551bC
19 64.5 787 £4 000000000012 000000000010 0800 400c07f2000000004072551bC
20 68.6 837 64 000000000012 0OODDOOOOODT0 0800 400c07f2000000004072551bC
21 446 538 64 000000000012 0ODOOOODOOTO 0800 400c07f2000000004072551bC
22 251 294 64 000000000012 0OOOOOOO0011 0800 400007f200000000407257 Sb (v
< >
Retrieving Frame 57 of 169 (33%) CAPTURE OFF

Left frame (in red) shows that WRR is 4:1.
Right frame (in blue) shows the content of IPv6.
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% Capture - SmartWindow Port 12

File Edtt Captoure Yiew Format Help
HE&E {bR X~ OgE & ¢ n » O
Delta{uSec)|Status|Length Pream/MAC dest  [MAC src [type[data ~
1 (.0 152 64 000000000012 000O0OOD0010 86dd 60cO07f2000000004072551bC
2 38.2 458 64 000000000012 000000000011 0800 BO00O7f2000000004072579bC
3 14.3 158 64 000000000012 0OODOOO0D010 B86dd B0CO07f2000000004072551bC
4 61.9 754 £4 000000000012 000000000010 85dd 60c007f2000000004072551bC
5 61.3 746 64 000000000012 00DOOOODDO0D010 86dd B0cOO07f2000000004072551bC
b 56.3 684 64 000000000012 000OODOOD0010 86dd 60cO07f2000000004072551bC
7 64.7 789 64 000000000012 0OOOOOO0D0011 0800 G00007f200000000407257SbC
8 889 1091 64 000000000012 OOODOOO0000 10 f2000000004072551bC
9 77.8 953 64 000000000012 QOOOOOOO0O0 10 f2000000004072551bC
10 46.6 563 64 000000000012 WOOOOOODO010 f2000000004072551bC
11 81.3 996 64 000000000012 OOOOOOO0DO010 f2000000004072551bC
12 1105 1361 64 000000000012 §00 00 000000 11 f2000000004072579bC
13 104.6 1288 64 000000000012 0OOOODOOODO10 B6dd B0CcOO7f2000000004072551bC
14 219 254 64 000000000012 00O0OO0OOD0010 86dd B0cOO7f2000000004072551bC
15 62.5 761 64 000000000012 000000000010 86dd 60cO07f2000000004072551bC
16 34.4 410 64 000000000012 0DOOOODO0O0D010 86dd B0CO07f2000000004072551bC
17 426 513 64 000000000012 0OOOOOOOD011 0800 BOO0O7f2000000004072579bC
18 53.3 646 64 000000000012 0ODOOODO0010 86dd B0cOO07f2000000004072551bC
19 52.4 635 64 000000000012 000000000010 86dd 60cO07f2000000004072551bC
20 838 1028 64 000000000012 000000000010 |85 dd 60c007f2000000004072551bC
21 89.7 110 64 000000000012 0OODOOO0O0O010 86dd B0CcO07f2000000004072551bC
22 3.0 368 64 000000000012 0OODOOOODO11 0800 BOOOO7f200000000407257 Sb L w
< >
|CAPTURE OFF

5 Port Security

Enable this function will make ports unable to transmit and receive packets.

Note: Please don’t enable port security on your linking port.

B

Example: Enable port 1 and port 2.

WX #NE BAD FMARQ TRD KA
CEE.o - QA QEs nmeE FEe P D v
WD) [) hpin9216821/ ~| &?ﬁ,,?ﬁ’ﬂ
1 2 3 4 5 6 7 8
. B P EEE@
8-Port 10/100Mbps Fast Ethernet Switch
= Moo Port Security
¥ Port Management
 VLAN Setting
* QoS Setting
% Port Securit Port 1 5 7 8
* Configuration Backup/Recovery Enable 2 ~ o r O O r r
}red
After power on reset, each port will record the first receiving packet's source MAC address as a " Security
MAC address ".
A security port only allows that packet which has the " Security MAC address " to active on.
Note:Please don't enable port security on your Control port.
BEL] ||| | s %

Use SMB to do Ring test and port 1 and port 2 won'’t receive packets.
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#% SmartWindow - 10-17_prf
File Edit Actions Options Tests Admin Yiew Help

[ = .
OnLine IP=152.168.008.042 Port=16385

“a SmartCountexs - [Port Countexs for 8 ports - (untitled)*]

4 Prae elachit it
FEEIAG s @B s 3% 0 S20EBEMO
Ports Rates Rates Rates Rates Rates Rates Rates Rates A
9 10SX-7410 11 SX-7410 12 SX-7410 13SX-7410 14 SX-7410 155X-7410 16 SX-7410 17 SX-7410
Tx Frames 15,46, 3 15,473 15.411 15,485 15,453 15,397
R Frames 15,479 0 0 5,413 15,475 15,404 15,484 15,451
Rx Bytes 12,19003 0 0 1219).808 12,190,352 12,191,558 12,190,388 12.190.779
Rx Triggers 15478 0 0 hA411 15.475 15,404 15,484 15,451
Collisions 0 0 0 0 0 0 0
CRC Ernrors 0 0 - 0 0 0 0 0
Alignment Erors 0 I 0 0 0 0 0 0
OverSize 0 0 0 0 0 0 0 0
Frag/UnderSize 0 0 0 0 0 0 0 0
¥
< > <€ | >
Counters for  ports Rates Only ~ Detsil View  |Updating B4 7

6 Configuration Backup/Recovery

This function can read/write EEPROM.

Authentication method:

Step 1 . Set port 1=Forced 100Mb FULL, port 2=Forced 10Mb FULL. Then

plug power cord and enter the same web page for ensuring the new setting

take effect.
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Cvieh Web Base Controller - Mierosedt | =10l
SXO WNE 2R AMARQ IRD N®D
iR .= . QDA Ame Lrnhk Swe I D O 4l
WD |@) oy 1682 1/ = CBE we»
8-Port 10/100Mbps Fast Ethernet Switch
 Adurmistitor Port Control Configuration T
- Port Management
@ Port Configuration . . .
N BRGNS Cunbet Port No Name Link Capabihity Duplex Port TxRx Ability
® Boa0cast Som I T . ' v 1
Control m r [Fo Yoo (ATl Crpkaies) w) | [P .|
¥ Mom Packel Lengm I . - 2 .
» w setg [o=<]
+ 00 Setting Note Port N g AT LG " e g
"ort namse Cc# W use “8.7 ' o'y
> Pert 3 narr N Ondy u - o . . Ry
BackupRacovery A | =
R Ondpaion Current Status Setting Status
» Logout Port | Name | t
Link | Speed | Dupkx Capablity Duplox | Port TwRx Ability
1 ICe < 100M> | FULL Forced 100Mb FULL enable
2 o 10Mb FULL Forced 10Mb FULL enable
3 © 100MD FULL Auto - enable
4 £ 100MD FULL Auto enable
5 < 100MD FULL Auto enable
B < 100Mb FULL Auto enable -
e 100MD FULL Auto anable
& 100MD FULL Auto enable
= - — - - . - e
R T e e

Step 2 . Enter Configuration Backup/Recovery web page, and then choose

Download in Backup(Switch->PC) column for saving this setting.

atrolles - Mi teinet Explorer E =10l x|
| BX® ®EE #A0 RHAFQ IR0 HHE
“EE - Q0D A Qus asmeE Tur 3| DO -

BUD) [@) hitp192 16821/ ~| oz EE >
6 ] 8
- (£3] =
8-Port 10/100Mbps Fast Ethernet Switch
¥ Administrator Configuration Backup/Recovery
 Port Management i
 VLAN Setting Backup(Switch—-PC)
QoS Setting
* Port Security Please check "Download" to download EEPROM contents, _ Download
» Configuration BackupRecovery |
# Logout
Recovery(PC—Switch)
Select the image file
Password Update
O | | weEs 4

Step 3 . Save the setting and the file name is x.bin
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BT & ,

(5* BLRETHEE TAVER MR TIERE
\Q) 2 AT ET2EERKE  FTEREE
wa: down.bin
BFE BINEE
fiE: 192.168.2.1

EENERFAEATRITOERS?
RuiH

X

BRI T]
FiElEEE -

| m=itzRen |

v &3S EEReLABETEW

Step 4 . Choose the image file, enter password, and click Update shown in

Recovery(PC->Switch) column for reading EEPROM.

2§ SmarSwitch Web-Base Controller - Microsoft Intemet Exploser =10ix|
BRO BHE BAY FREW TAO NEO |« |
GEH -2 Q[ 4 Qe anmsE FRe @ D9 - ‘
D [@) hpn52.1662.7 | OBE |
1 2 3 4 =) 6 7 8
. FBEEEEEEE®E
8-Port 10/100Mbps Fast Ethernet Switch
# Administrator Configuration Backup/Recovery
“ Port Management
 VLAN Setting Backup(Switch—PC)
* QoS Setting
* Port Security Please check "Download" to download EEPROM contents, _ Dowakad |
* Configuration Backup/Recovery
 Logout i
L
Recovery(PC—Switch)
Select the image file
P77 & 07 17) cherly'down. bin . |
Password: [**** Undate
e . = [ ommme

Step 5 . Click Reboot to use new setting to login.
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2 SmarSwitch Web-Base Controller - Macrosoft Intemet Explorer ) =101 x|
BXO WHED RO BHREW TRO RHO : N |
Ct-H .= - Q[ 4 Ques LxosE Fwe P D5 v - 1
D [&) 19216021/ <] PBE >

“ Port Management Update
 VLAN Setting Successfully!!

 Port Security Please Click "Reboot" o use new sefting 1o login

» Lowont

@=En T eomEme

Step 6 . Enter following web page and know this new setting takes effect.

wik Veb 3
BEQ WHE ®AY HHAEQW IBD HE®
CEE-2 -0 0 4 Qe GiaaeE Sxe 3 DS =D
| BUD [E) npino2 16821

8-Port 10/100Mbps Fast Ethernet Switch

> Administrator Port Control Configuration
*/ Port Management
9 Port Configuration
SR Rdndwdn contol Port No Name Link Capability Duplex | Port TwRx Ability
@ Broadcast Storm
Control M= ] [ButoNego. (Al Capatilities) ] [FI5] Enatle +
@ Max Packet Length
i
QoS Setting
¥ rat Note: Port name can only use "a-z" "A-Z" "0-9" " _" "+ "1 =",
ot B kg Reciaery Current Status Setting Status
* Logout Port | Name =
Link | Speed | Duplex Capability Duplex Port Ti/Rx Ability
1 IC+ @ 100Mb FULL Forced 100Mb FULL enable
2 @ 10Mb FULL Forced 10Mb FULL enable
3 @ 100Mb FULL Auto enable
4 @ 100Mb FULL ‘ Auto - enable
5 b 100Mb FULL Auto - enable
6 B 100Mb FULL | Auto — enable )
7 B 100Mb FULL Auto —- enable
8 @ 100Mb FULL Auto enable 5
e || o Em 4
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7 Logout

Choose Logout

8 S Cvih Web-Dase Conts Moot Laiveuet Explows =101 x]
XD WD A0 ROARA IAD NWED =
FE-N - - QD4 Qme umvar Jaw I O- S -

PR @) hay 192 166 2.1/ ] cuE wm

8-Port 10/100Mbps Fast Ethernet Switch

© Admenists ator Welcome 10

8 Ports SerartSeitch WiebCorts ofer

7 Port Manogement
© VLAN Setting Bask Feature
¥ 00S Setting
- :'JD(“."'- ‘: US
+ Port Securky o Support PorBase VIAN o Embedded HTTP web Management

 Configue ation RackupRacovery « Broadcast storm Protecton o Por S2atus contgure

o PorBase VLAN Seming
o Porl Buye DataRade Setling
=] s :
o QoS Settng
o Auto MOUMD(< opbon o Password secuntly

o Mlerorward special DA option o TFTP furawaee upgradatio
o Support Packet longih 155211536

AR © s

Exit web page will appear for further confirmation.

Click YES will leave this system. Click NO will back to this system.
23 hitp:#192.168.2.1logout him - Microsoft Internet Explorer =101 x|
BRO ®EE BRO HORFQW IAD PO |
EEE .0 QR A Que LsnsE Fse 3|(D-9 - D0
LD [ ) http1192.168.2.1Aogout him > oBE EE>

-

Are you sure?

i fid

=
% Y.

Click YES will close the web page. Click NO will back to the login web page.

Microsoft Intemet Explorer i |
Cony  EEwRRAVE R ERAPARE -
ERAPAE iR ES?
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8 Appendix Hyper Terminal Authentication

Step 1 Start— All Programs— Accessories— Communications —

HyperTerminal

) Accessibiry
@) Entertainment:
I System Tooks
W Address Book
 Caculator
B3 Command Prompt
B Notepad
V¥ Pant
) Program Compatiilty Wizard
& Synchronize
> — Ly Recent Documents | &) 1oy winows 1
Outlock Express @ Set Program Access and Defaults €2 Windows Explorer
) Windows Movie Maker
A wordpad

Internst Explorer

é!ﬂ}en}el ™ ) My Documents

% Windows Catalog
% Shartcut to Tsw @ Windows Update

. Comemand Prompt L
) Games »

\ } >Mdv:ss Bock i@ Her 3
»

i) Startup
@ Fetemiel Y & inemet Explorer
w — W Msn Explorer < Wieless Network Setup Wizard
%) Owook Express i) HyperTerminal »
v Remote Assistance
® Windows Madia Hayer

v

¢ k Comecions Connects to other computers, Internet teinet sites, buletin
Q Network Setup Wizard board systems, onlne services, and host computers usng
&) wewc et either a modem or a nul-modem cable.

J onnec ar

@) Remote Desktop Connection

Step 2 . Enter a name and choose an icon for the connection

- New Connection HyperTermiml

& 5 ~=!Dc9 l?

=]

Connection Description

% New Connection

Enter a name and choose an icon for the connection:

£ 1
Beomen s

Disconnected Autodetect  Auto detect SCROL CAPS UM | Capture | Print ect

Step 3 . Connect using: Choose COM1
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Connect To E‘

@ =

Country/region:

Area code: [

Enter details for the phone number that you want to dial:

Phone number. |

Connect using: | (ETYEINNN

oK

Cancel

Step 4 . COM1 roperties :
Bits per second : 19200
Flow control: None

COM1 Properties

Port Settings
Bits per second: {iSZUU &
Data bits: a8 v‘
Parity: :7Nrone V
Stop bits: |1 V
Flow control: \l-:nne ;;\
[ Restore Defaults ]
[ 0K ] [ Cancel ] [ Apply

J

47



Step 5 . Use Hyper Terminal to authenticate Web Code Version: V2.21

RRD #HE BRD B0 WED FHD
D|=| 53| ols| &

IP210 Firmware Update V¥2.11
SST39VLFO4D
Checking MagicCode
Checking Flash.
FlashBank-0{be
FlashBank-1(86
FlashBank-2{cc
FlashBank-3(35
FlashBank-4(11
FlashBank-5( 3
6
l

1
)
)
)
)
)
FlashBank-6{ ;

FlashBank-7{b
FlashCheck OK!

MAC Address : 90.80.17.80.13.10

IP Address 92 68, 201,

Subnet Mask Y 299.:209.299.0

Gatewav Address: 192 .168.2.254

WebCodeVersion : V2.21

WebPageVersion : 1PZ21USDK2_12.21_ICPlus_IP178_Y5.2.2
Welcome To IP210 Web Server ...

AEEER 00:08:15 |ANSIW 19200 8-N-1 CROLL | . NUM !
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